





New York State Lottery Procedure

Code 20.3 Page 1 of 1
Supercedes 7.903 dated 7/20/04

Subject: Video Gaming Machine Theme Submission Procedure--REVISED

Approved by: Date:

PURPOSE: To establish a formal process to request and approve Video Gaming Machine (VGM) Theme Submissions.
ORGANIZATIONAL RESPONSIBILITY: Video Gaming Unit
GAME THEME GUIDELINES:

1.
2.
3.

Game themes shall not possess overt sexual, racial, or excessive violent overtones.
Game themes shall not present themes that appeal to children.

Game themes must display the rules of play accurately and shall not be incomplete, conflicting, confusing, or
misleading.

Game themes shall not use the following words in the theme, help screens, or rules of the game:

o Casino
o Racino
o Slot

0 Gamble or Gambling

Game themes shall not in any way jeopardize the credibility and integrity of the New York Lottery and or the New
York Video Gaming Entertainment program.

RESPONSIBILITY:

Machine Manufacturer ~ Complete a Game Theme Submission Form and submit hard copy to the Video Gaming

Assistant Product Manager at One Broadway Center, Schenectady, NY 12301.

Note: All information must be provided in detail with the submission. Incomplete submissions
will not be accepted. Any and all graphic representations must be included with the submission.
Graphic representations include all glass; all help screens and screens that appear prior to
beginning a session, during play. Screens that illustrate paytables must be included, as well as,
all bonus round screen shots and all graphics that may appear on the game.

Video Gaming Review the request. Sign and date the form and distribute to the following for approval:
Assistant Product Video Gaming Product Manager, Video Gaming Program Director, New York Lottery Counsel,
Manager New York Lottery Director.

Note:

Coordinate with the submitting manufacturer if additional information is required. All
submissions will be addressed by the Lottery within 3 business days unless otherwise notified
by the New York Lottery.

Vendors may submit to GLI, at their own risk, prior to Lottery approval. Games will not be
allowed to be installed at a Video Gaming Facility until the Lottery has approved in writing.

Distribution: Requester, Video Gaming Program Director, Video Gaming Product Manager,
Video Gaming Operations Coordinator, GLI.

If a request is not approved the Video Gaming Assistant Product Manager shall determine if a resolution can be
achieved and return the request to the machine manufacturer for resubmission.

Related Issuances:

Coordination:

Revised: Date Issued:




New York Video Gaming Entertainment
Game Submission Form

Manufacturer: Projected Release from GLI: (m/dlyy)

GAME INFORMATION
Game Name: Type of Game: [ ]| Reels/Lines [ ] Keno

[ ] Poker [ ] Other
If other, please explain:

Bonus Round: [ ] Yes [ ] No

Denomination:| $0.01 | $0.02 | $0.03 | $0.05 | $0.10 | $0.20 | $0.25 | $0.50 | $1.00 | $2.00 | $5.00 | $10.00 | $25.00 | Other
(“X” all that apply)

WAGER INFORMATION
Reels/Lines Wager Matrix (X" all that apply): KENO Wager Matrix (“x” all that appl
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Poker Wager: 1 2 3 4 5 6 7 8 9 |10 11|12 |13 |14 |15|16 |17 |18 |19

20

(“X” all that apply)

Other Wager:

(Please explain)

Submit complete package to:  Video Gaming Assistant Product Manager
New York Lottery
One Broadway Center
Schenectady, NY 12301




New York Video Gaming Entertainment Game Submission Form
Page 2 of 2

Theme Description

Game Play Description (Please explain how the game is played including how to reach the Bonus Round)

Bonus Round Play Description

Reqgistration/Trademark and legal text requirements

ATTACHMENTS
1. Storyboard of Game/Bonus Rounds
Help Screen(s)
Images of Glass (Top/Belly/Side)
Paytables
Par Sheets
Graphical images of all symbols used for this Game/Bonus Round
Animations on CD
Sound Files on CD

© NG

MANUFACTURER

Signature Date

Manufacturer Representative:

NYL APPROVALS

Signature Date

New York Lottery:

Submit complete package to:  Video Gaming Assistant Product Manager
New York Lottery
One Broadway Center
Schenectady, NY 12301



New York Lottery Video Gaming PAR Sheet Requirements

Game Level Information
Game Name

Reels

Denom Level Information

Denom
Example

Credits Played Information
Credits Played Per_

Spin

$0.01
$0.02
$0.05
$0.10
$0.25
$0.50
$1.00

Example

1
3
5
7
9

18
27
36
45

Maximum
Credits Per

Spin

Lines Played

Lines

Overali
Payback %

Highest Payout
Possible in Credits

Credits Per
Line
1 1
3 1
5 1
7 1
9 1
9 2
9 3
9 4
9 5

Percentage of
Hit Frequency

Payback %

# of Tickets
Per Pool




New York State Lottery Procedure

Code 20.4 Page 1 of 2
Supercedes 20.4 dated 11/10/04

Subject: Video Gaming Promotional Approval Procedure

Approved by:

Date:

PURPOSE: To identify facility/manufacturer responsibilities in the development of Video Gaming (VG) promotions involving operational
functions such as tournaments, coupons or central system/device attention. The procedure is intended to establish responsibilities
associated with the Promotion Approval procedure and provide a mechanism to monitor contractual vendor marketing spending.

ORGANIZATIONAL RESPONSIBILITY: Video Gaming Unit

RESPONSIBILITY:
Video Gaming
Facility/Manufacturer

Lottery VG Marketing
Rep

Lottery VG Assistant
Product Manager

Submit completed promotion approval form (PAF) via email to Lottery VG Marketing at
MAE@lottery.state.ny.us. (NOTE: All PAF's must be cc:ed via email to Amy Wnuk,
awnuk@lottery.state.ny.us).

Note: If coupons are required, a Promotional Ticket Imaging Order form must be submitted via email to the
selected coupon printer before CD, containing coupon output file, will be created and sent to the designated
vendor for coupon creation. The party responsible for the purchase of the coupons must submit the form.

Review the PAF for completeness including: verifying required signatures from facility and vendor is included
and the rules of the promotion and associated material (i.e. graphic content, radio script, billboards, etc.) are
acceptable and maintain the integrity and credibility of the New York Lottery. Save in the designated
network storage drive.

Send approval notification via email to the Video Gaming Facility/Manufacturer and Lottery VG Assistant
Product Manager after discussions with Lottery VG Assistant Product Manager that operational
requirements are satisfied.

Print out completed PAF with necessary signoffs and maintain a log of all pending vendor sponsored
promotions and maintain budget detail for promotional closeout.

Review the PAF for coupon or tournament requirements.

If coupons are required:
Initiate coupon creation process:
A. Access MGAM promotion manager program.

B. Submit required coupon file on MGAM management terminal.
C. Copy the output file, containing GUID (global unique identifier) numbers.
D

Copy the file to CD. This output file will be used by the designated ticket manufacturer to print
promotional coupons.

E. Notify facility/manufacturer/ticket printer that the CD containing coupon output file has been sent to the
appropriate party (i.e. ticket manufacturer).
F. Log date of CD shipment including carrier, destination, contact person and verification of CD receipt.

G. Notify Lottery VG Program Director, Lottery VG Product Manager, Lottery VG Marketing Rep, Video
Gaming Facility/Manufacturer that coupon process has been completed.

If a tournament is requested, MGAM must be notified (at least 10 business days before date of tournament )
A. Forward PAF details to MGAM Service Desk with dates/times details.
B. Coordinate dates/times details with MGAM and secure approval.

C. Send formal natification, via email to Video Gaming Facility Security, Surveillance, New York State
Police, Video Gaming Facility/Manufacturer, MGAM Service Desk with dates/times of tournament at
least 24 hours prior to tournament date.

Related Issuances:

Coordination:

Revised:

Date Issued:




New York State Lottery Procedure Code 20.4 Page 2 of 2

Subject: Video Gaming Promotional Approval Procedure

File completed PAF for promotion closeout verification/documentation.

Note: At promotion conclusion, vendor must submit final spending for promotion. Lottery VG Assistant
Product Manager will maintain promotion closeouts. On a quarterly basis, a spreadsheet containing all
promotions, including pending budgeted and closed-out promotions, to all vendors for review to ensure all
initiatives have been accounted for on the spreadsheet.



. @it * NEW YORK LOTTERY VIDEO GAMING ENTERTAINMENT

uuuuuuuuuu

PROMOTION APPROVAL FORM

Coordinator/Manager:

VGE Facility:

Date:

PAF # (NYL Use Only)

Promotion Funding: [] VGE Facility Only

[] Manufacturer Promo Budget

[] Other, please explain:

Name of Promotion:

PROMOTION DESCRIPTION:

COUPON DEFINITIONS:

Start Date: Start Time: Define other parameters if applicable (e.g. certain theme, denom, etc.):
End Date: End Time:
Manufacturer(s): Denomination(s) of Coupons:
[ Bally 1GT L 2 4 °
[1SDG [ spielo (12uant|ty of Coupgns: . .
TOTAL COST (Attach budget for coupons, printing, etc.):
APPROVALS: Print Name Signature Date

Authorized VGM Manufacturer:

(if funded by Annual Manufacturer Promotion Budget)
Authorized Gaming Facility Manager:

On-Site NYL Video Gaming Rep:

Lottery Advertising Director/Designee:




New York Lottery Video Gaming

Procedure Code 20.5

Subject: Gaming Facility Request for
Reimbursement and Vendor Payment Date: 6/14/05
Procedure

Approved by:

PURPOSE: To establish a procedure for the Gaming Facilities to submit requests for
reimbursement with Vendor participation for New York Video Gaming Entertainment
review.

ORGANIZATIONAL RESPONSIBILITY: New York Video Gaming Entertainment
(NYVGE) Operations

PROCEDURE: In the event that the Gaming Facility Management reimburses a
customer due to a possible Video Gaming Machine (VGM) malfunction NYVGE
Operations (Lottery Video Gaming Operations) will determine if there is adequate
documentation in the request for reimbursement before the Manufacturer in question
receives the request. The following procedure indicates the steps to complete a VGM
Review Form and submit the request for reimbursement to Lottery Video Gaming
Operations and the manufacturer:

1) If a malfunction is observed on a VGM the authorized facility personnel must
request the presence of the Manufacturer Technician and review available
documentation, such as: machine reaction, game history, voucher printing status,
session history from MGAM, digital photos of VGM screens and Surveillance video.
Copies of the session history and photos must be included with the VGM Review form.

2) Diagnostic testing on the machine must be performed by the Technician in an
attempt to reverse the loss to the customer.

3) If reimbursement is to be made to the customer via a “hand pay”, without
redemption of a voucher, the authorized facility personnel must complete the VGM
Review Form with the customer’s signature acknowledging the reimbursement and the
Technician’s signature verifying that he/she observed the facts recorded. The
Technician’s signature does not authorize the settlement of any dispute.

4) Copies of all requests for reimbursement should be provided to the facility
accounting department and the on site Lottery Video Gaming Representative (VGR) by
the authorized personnel completing the form within five days of the incident. These
requests are then logged and tracked by both the facility accounting department and the
Lottery VGR using the pre-printed reference number on the VGM Review Form.

Related Issuances:

Coordination:

Revised: Date Issued:



New York Lottery Video Gaming

Procedure Code 20.5

Subject: Gaming Facility Request for
Reimbursement and Vendor Payment Date: 6/14/05
Procedure

Approved by:

5) If the appropriate signatures and documentation are included the VGR will send
the request to Lottery Video Gaming Operations at One Broadway Center, P.O. Box
7500, Schenectady, NY 12301-7500. If necessary signatures and documentation are
missing the VGR will return the request to the facility indicating that supporting
information is needed.

6) Lottery Video Gaming Operations will then process the completed request and
submit it to the manufacturer for review. The authorized manufacturer representative
submits, in writing to Lottery Video Gaming Operations, their approval or denial of the
reimbursement amount for each case and the facility reference number within fourteen
business days of receiving the request.

7) Lottery Video Gaming Operations communicates the approval or denial to the on
site VGR who updates their log and notifies the facility accounting department. If the
request is approved by the manufacturer the VGR communicates that the Lottery
Finance Department will be following up with the facility accounting department
regarding reimbursement to the facility through the daily remittance process.

8) On a monthly basis, the Lottery Finance Department reviews the VGR'’s request
for reimbursement logs for each facility and determines the amount of reimbursement
due to the facility for the preceding month.

9) Lottery Finance contacts the accounting department of the gaming facility and
the manufacturer, in writing, to provide the processing date and the amount of the
approved hand pay reimbursements for that month. This communication will also
identify the case numbers for which the facility is receiving reimbursement.

10)  On the processing date, Lottery Finance will provide a credit to the facility on the
Daily Remittance to NYS Lottery report, which is available on the management terminal.
This credit will decrease the amount “Due to Lottery” from the facility. A corresponding

debit will be charged through the Weekly Remittance Calculation.

This procedure will provide a course of action for the Facilities and Vendors to follow
when a request for reimbursement is initiated by a facility.

Related Issuances:

Coordination:

Revised: Date Issued:



Revision to step #3: If a machine malfunction causes a customer dispute that results in a
facility payment to the customer for an amount more than the printed value of the
voucher produced from the session play in question, authorized facility personnel may
request appropriate reimbursement by completing the VGM Review Form with the
customer’s signature acknowledging receipt of same reimbursement and the Technician’s
signature verifying that he/she observed the facts recorded. The Technician’s signature
does not authorize the settlement of any dispute.



Reference #

VGM Review Form

Date: VGM Serial #: Denom: Information Only O
Facility Name: VGM Location: Asset #: Reimbursement O
Vendor: Game Type:

Record the amount in dispute: $ Credits:

VGM, MGAM and Gaming Facility Activity

Cash or Voucher In; Wager Amount: Gaming Facility Paid Customer:
VGM History: MGAM Session: Payment Type: Cash, Check (#):

Indicate the candle operation
1 Normal O Tit O TiltYDoor Opened 1 Door Open

Record any tilt codes that are showing:

Describe dispute and record if the dispute was settled or further action was to be taken:

Name Signature License # Date

Floor Supervisor:

Technician:

Floor Attendant:

Cage Signature

Customer Information:

C )

(NAME) (ADDRESS) (PHONE NUMBER)

| certify that | have received reimbursement for the

(SIGNATURE) above claim.

Obtain copies of the following and include with VGM Review Form when submitting to Lottery:
0 Hand Pay Receipt [0 MGAM Session History

O Surveillance Video of Incident (Only if case cannot be resolved by above

O Digital Photos of VGM Screen and Game History documentation)

* Please note: A technician’s signature does not authorize reimbursement to the patron.

White: Lottery Yellow: Audit Pink: VGM Ops



New York Lottery Video Gaming Procedure Code 20.5-A

Subject: Video Gaming Communication Procedure for

Facility Shutdown Date: 7/16/07

Approved by:

PURPOSE: To establish a communication procedure that will provide the necessary New York Lottery
staff with information pertaining to a video gaming facility experiencing an issue that may affect its
operation and/or result in closure.

ORGANIZATIONAL RESPONSIBILITY: Video Gaming Unit

PROCEDURE: In the event a video gaming facility experiences an issue that may affect its operation,
such as an extended loss of power, severe weather conditions, lack of water pressure, loss of cooling to
surveillance or MGAM site controller room or other circumstances that limit or prohibit the gaming facility
from operating properly, the General Manager of the facility, or his/her authorized designee, must call the
New York Lottery Video Gaming Director. The General Manager or designee must provide a detailed
explanation of the status of the video gaming facility and the attempt(s) made to manage the issue(s). The
Video Gaming Director will review the matter and communicate the situation/issue, via email, to
designated New York Lottery staff as defined below. Should the General Manager request to close the
video gaming facility, the Video Gaming Director will determine if the situation will require the close and
follow up with a determination to the General Manager.

If the Video Gaming Director is not available, the General Manager will contact the next appropriate staff
member in the order listed below:

1) Video Gaming Product Manager
2) Deputy Director, Operations and Administration
3) Director of Financial Administration

If it is determined that the video gaming facility should be closed, the Video Gaming Director will notify the
following individuals via email: the Deputy Director; Operations and Administration; General Counsel,
Communication Director; Director of Financial Administration; Video Gaming Product Manager; New York
State Police; Video Gaming Unit; facility General Manager or designee; the central system provider; video
gaming machine manufacturers; or other parties as directed and will copy the New York Lottery Director of
same.

Once a determination to close is made, the video gaming facility may begin its procedures for closing.

If the video gaming facility can be reopened within the available hours of operation on the same gaming
day, the General Manager or designee shall contact the Video Gaming Director to discuss and determine
the best time to reopen. The Video Gaming Director shall provide email notification to the central system
operator and the list of individuals above.

If it is determined that the video gaming facility cannot be reopened within the available hours of operation
on the same gaming day, then it shall be opened on the next gaming day at the New York Lottery
approved opening time unless otherwise determined by the New York Lottery.

Related Issuances:

Coordination:

Revised: 7/16/07 Date Issued: 8/23/05




New York State Lottery Procedure Code 20.6 Page 1 of 1

Subject: Video Lottery Gaming Machine
Manufacturer Software Installation (NOC)

Approved by:

Date: 1/31/06

PURPOSE: To establish a formal process to receive, verify and authorize Video Lottery Gaming machine
manufacturer game software installation to the Multimedia Games (MGAM) network operation center (NOC).
The software addressed by this procedure consists of the software components required to install a game on
the central system specifically the attribute definition files (xadf's) and associated game personality software
(binary code) and the Lottery definition files (xIdf's) which are used to create ticket pools.

ORGANIZATIONAL RESPONSIBILITY: Video Lottery Gaming

RESPONSIBILITY:

Machine Manufacturer

Video Lottery Gaming Product
Manager or Designee

MGAM Operator

Video Lottery Gaming
Product Manager
or Designee

Develop software necessary to operate video gaming devices authorized for
play at New York Lottery Video Gaming facilities. The software will consist of
xadf's and the associated binary code necessary to operate specific themes
installed on gaming devices. Software development will also consists of the
xldf's used to by the central system generate ticket pools.

The software must be submitted to Gaming Laboratories Incorporated (GLI)
to be certified. GLI will provide an official approval / certification letter
containing a checksum value for all tested software to the Video Gaming Unit
of the New York Lottery.

All software to be loaded onto the MGAM system must be written to a CD,
labeled and sent to the New York Lottery Video Gaming Product Manager.

Review the certification letter for any issues related to the submission or
software currently installed.

Using certification software obtained from GLI “checksum” the CD submitted
by the machine manufacturer. Verify the checksum produced by the
software on the CD agrees with the checksum shown on the certification
letter.

If the checksums do not agree contact GLI and the machine manufacturer to
resolve the issue.

Complete the software submission form (Attachment 1), sign and date the
form. Hand carry the CD and software submission form to the MGAM New
York network operation center. This form serves as Lottery authorization to
load certified software to the live system.

Install software to the MGAM system as authorized. Sign and date the form
once completed.

Upon completion of load return CD and submission form to the Video
Lottery Gaming Unit and secure within the Video Gaming Product Manager’s
office.

Related Issuances:

Coordination:

Revised:

Date Issued: 1/3/06



New York Video Lottery Gaming Software Submission Form

Vendor Name:

Address:

Primary Contact Name: Alternate Contact Name:
Phone Number: Phone Number:

Email Address: Email Address:

Description of CD:
Check One: XLDF |:| XADEF & Binary |:|

Version #: Check One: New |:|Update |:|

Version #

Identify obsolete versions that must be deleted:

Is software for production I:Iartest I:I

Explanation of why update is required:

Special Instruction (if needed):

Game Theme: Files on CD to be Loaded

GLI Approval Date:

Certification code on GLI Letter:

Serial No of CD:

Facility:

Date to be loaded:

Time to be loaded:

Lottery Use:

Date Received by Lottery Signed (Lottery)
Date Checksum verified on Lottery PC Signed (Lottery)
Date Returned from MGAM Signed (Lottery)
Date Checksum verified on System Signed (Lottery)

MGAM Use Remedy HD#:
Date Submitted to MGAM Signed (MGAM)

Date / Time Loaded by MGAM Signhed (MGAM)




New York Video Gaming
XLDF/XADF File Submission Instructions

Overview
This specification defines the rules for submitting VGM XLDF and XADF files.

Scope

e This specification applies to MGAM Systems, Inc. and all VGM Vendors.

Effectivity
e This specification is effective immediately. There is no expiration date.

Change Management
e Proposed changes to this specification must be submitted to the New York Lottery
for review and approval before being implemented.
Definitions of Terms

e Central System — The MGAM Systems, Inc. Network Operations Center located
at One Broadway Center 3" Floor, Schenectady, NY.

e CD - Compact Disc.
e XADF CD - A CD loaded with XADF files.

e XADF Files — XADF files are game image definition files. They are used in
conjunction with Video Gaming Machine (VGM) software images, also known as
“games,” “blobs,” or “binaries,” to verify the integrity of the software running on
the VGMs. XADF files are provided by VGM vendors and installed into the
Central System by MGAM Systems, Inc.

e XLDF CD - A CD loaded with XLDF files.

e XLDF Files — XLDF files, also known as “game templates,” are used to generate
ticket pools for use in the New York Lottery Video Gaming System by MGAM
Systems, Inc. They are provided by VGM vendors and installed into the Central
System by MGAM Systems, Inc.

e VGM - Video Gaming Machine.



Submitting XLDF and XADF Files to the New York Lottery

The New York Lottery will only accept XLDF and XADF file submissions that comply
with all of the following requirements:

1.

10.

11.

12.

VGM Vendors must submit a completed VGM Software Change Form with their
XLDF and XADF CDs. This form is described in the VGM Software Change
Form Requirements section later in this specification.

VGM Vendors must submit all XLDF and XADF files on CD only.

VGM Vendors must label XLDF and XADF CDs according to the Formatting
CD Labels section later in this specification.

VGM Vendors must comply with all specifications listed in the Formatting XLDF
CDs section later in this specification.

VGM Vendors must comply with all specifications listed in the Formatting XADF
CDs section later in this specification.

VGM Vendors must obtain GLI approval to install any new or updated XLDF and
XADF files before they are submitted to the New York Lottery. GLI approval
letter(s) must be included with all XLDF and XADF CDs submitted to the New
York Lottery.

VGM Vendors must submit XLDF and XADF CDs directly to the New York
Lottery. Approved CDs will be forward to MGAM Systems, Inc. for installation.

VGM Vendors must provide XLDF files and XADF files on separate CDs. CDs
containing mixed XLDF and XADF files will not be accepted.

VGM Vendors must store only one game title (theme) on each CD.

MGAM Systems, Inc. will install all approved XLDF and XADF CDs received
from the New York Lottery at the time and date specified by the VGM Vendors
and approved by the New York Lottery.

MGAM Systems, Inc. will notify the VGM Vendor(s) immediately upon
discovery of any verified or suspected problems with their XLDF and XADF
files. MGAM Systems, Inc. will simultaneously notify the New York Lottery of
any verified or suspected problems discovered upon loading VGM Vendors’
XLDF and XADF files.

MGAM Systems, Inc. will load XLDF or XADF files only from their Primary
Network Operations Center or their Backup Network Operations Center.

Page 2 of 7



Formatting XLDF CDs

1. Only GLI-approved XLDF files will be loaded on the CD. There must be no
superfluous files on the CD.

2. Only XLDF files which correspond to the game title listed on the CD label will
be loaded on the CD.

3. All XLDF files must be stored in a folder (the “game folder”) that corresponds to
the game title listed on the CD label.

4. The game folder must be located directly on the root of the CD, not embedded in
any subfolders.

5. All payout levels, lines, credits, and so on must be stored in the same game folder.
A sample game folder is shown in Figure 1.

& BighlewVGMGame O] x|

File Edit View Favorites Tools Help ‘ "f
- EY - ® } >
Gﬂack s le‘ | e Search Folders ‘ = (P x n ‘ El
Address I_} D:'BigMewVGMGame j £
MName | Size | Type | Date Modified | Location I
v

EUGM\-‘endorName BigMewVGMGame_v3-1Line 1Credit-90.xddf | 4,657KB  X¥LDF File 11/3/2003 7:22 aM Files Currently on the CD
VGMVendorName-BighewVGMGame_v3-1line 1Credit-92.xdf 4,657KB  X¥LDF File 11/3/2003 7:22 aM Files Currently on the CD
VGMVendorName-BighewVGMGame_v3-1Line 1Credit-94. xdf 4,657KB  X¥LDF File 11/3/2003 7:22 aM Files Currently on the CD
VGMVendorName-BighewVGMGame_v3-1Line 2Credit-90. xdf 4,653 KB X¥LDF File 11/3/2003 7:22 aM Files Currently on the CD
VGMVendorName-BighewVGMGame_v3-1Lline2Credit-92.xdf 4,653 KB X¥LDF File 11/3/2003 7:22 aM Files Currently on the CD
VGMVendorName-BighewVGMGame_v3-1Line 2Credit-94. xdf 4,653 KB X¥LDF File 11/3/2003 7:22 aM Files Currently on the CD
VGMVendorName-BighewVGMGame_v3-1Line 3Credit-90. xdf 4,659KE X¥LDF File 11/3/2003 7:22 aM Files Currently on the CD
VGMVendorName-BighewVGMGame_v3-1Lline 3Credit-92.xdf 4,659KE X¥LDF File 11/3/2003 7:22 aM Files Currently on the CD
VGMVendorName-BighewVGMGame_v3-1Line 3Credit-94. xdf 4,659KE X¥LDF File 11/3/2003 7:22 aM Files Currently on the CD

|3 objects V7

Figure 1: Sample XLDF CD Layout.

6. All XLDF files must be uncompressed and ready for installation directly from the
CD. Do not use Windows XP, Zip, tar, or any other file compression utility.

7. All XLDF files must conform exactly to the following naming convention and

example:
a. Vendor name;
b. Game title;
c. Template version;
d. Line, credits, and percentage; and
e. the .xIdf file extension.

Example:

BigVGMVendor-BigNewGame-v301-15Li1nel0Credit90.x1df

Page 3 of 7



Formatting XADF CDs

1. Only GLI-approved XADF files and related binary files will be loaded on the CD.
There must be no superfluous files on the CD.

2. Only XADF files which correspond to the game title listed on the CD label will
be loaded on the CD.

3. All XADF files must be stored in a folder (the “game folder”) that corresponds to
the game title listed on the CD label.

4. The game folder must be located directly on the root of the CD. A sample game
folder is shown in Figure 2.

-iBix

Ele Edit View Favorites Tools Help "f
- &Y - @ -
G Back \J ljf ‘ 7 Search i Folders o kD x n E
Address I_) D:\BiglewVGEMGame j £
Mame | Size | Type | Date Modified | Location |
v
EUGMU BighlewVGMGame.blob 5,666 KB BLOB File 11/8/2003 4:21 FM Files Currently on the CD
B VGMVendorMName-BighlewVGMGame, xadf 1KE XADF File 11122003 1:02 FM Files Currently on the CD

2 objects

Figure 2: Sample XADF CD Layout.

5. All XADF files must be uncompressed and ready for loading directly from the
CD. Do not use Windows XP, Zip, tar, or any other file compression utility.

6. All XLDF files must conform exactly to the following naming convention and
example:

a. Vendor name;

b. Game title;

c. Version; and

d. the .xadf file extension.
Example:

BigVGMVendor-BigNewGame-v301.xadf

Page 4 of 7



Formatting CD Labels

All XLDF and XADF CDs must be labeled with all of the following information, as
shown in the sample layout in Figure 3. VGM Vendors must use Avery Label Number
5824 or equal to create this layout. An Avery formatting template with this layout is
available from the MGAM Systems, Inc. Data Center Manager (518-881-1111).

VGM Vendor Name

VGM Vendor Phone Number

Game Title

Game Version Number

GLI Approval Date

Expected Installation Date

VGM Vendor’s CD serial number

GLI Approval Code

File Type: XLDF / XADF [select one]

10 Game Type: New Game / Update [select one]
11. File Status: Production Game' / Test Game [select one]

CoNoOR~wNE

VGM Vendor Name Goes Here
Phone: (555) 111-2222

File Type:

CD Serial No.: XLDF

12345678 Game Type:

New Game

GLI Approval Code:
ABC123-456-DEF File Status:

Production Game

The Game Title Goes Here
Version 1.0
GLI Approval Date: March 1, 2004
Expected Installation Date: March 9, 2004

Figure 3: Sample XLDF CD Label using Avery Template 5824.

! Production games are installed on the Production System.
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VGM Software Change Form Requirements

The New York Lottery requires the following information to be submitted along with all
XLDF and XADF CDs:

1. VGM vendor name;

VGM vendor address;

VGM vendor primary contact name;

VGM vendor primary contact phone number;
VVGM vendor primary contact e-mail address;
VGM vendor alternate contact name;

VGM vendor alternate contact phone number; and

©® N U AW

VGM vendor alternate contact e-mail address.

For each CD submitted to the New York Lottery, VGM Vendors must include:
1. Full game name;

Game version number;

GLI approval date;

GLI approval code;

Expected installation date;

CD serial number;

Indication that the CD contains XLDF or XADF files;

Indication that the game title is “New” or an “Update;”

©® N U AW N

a. Game updates must include a complete list of all obsolete files (previous
versions) which must be deleted from the Central System.

b. Detailed explanation of why this update is required, including a full
description of the problems that this update will correct.

9. Indication that the game title is for “Production” or “Test” use; and
10. Notes (optional).
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Revision History

Author Version | Date Changes

Daniel Navarra 0.01 2/20/2004 First draft.

Daniel Navarra 0.02 2/24/2004 Second draft incorporating revisions from the NY Lottery.

Daniel Navarra 0.03 2/26/2004 Third draft updated submission form, CD layout, and CD label details.
Daniel Navarra 1.00 2/27/2004 First version submitted to New York Lottery for review.

Randall Lex (NYL) 1.01 2/28/2004 General edits by Randall Lex (Lottery); first approved version.

Daniel Navarra 1.02 3/1/2004 Revised definition of “XADF Files” per GLI’s advice and approved by

Lottery (Tim lacabucci).
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NYSL Video Lottery Gaming Operations Internal Control Recommendations

I. INTRODUCTION

This report has been generated for the purpose of assisting Video Lottery Gaming (VLG)
Agents in evaluating their current control environments with respect to the operation of
Video Lottery Terminals (VLT). The procedures in this report are suggested by the New
York Lottery (the Lottery), and can be relied upon for general guidance in the
implementation of new internal control procedures to Video Lottery Gaming facilities.
When building an internal control procedure plan, VLG Agents must take into
consideration the Rules & Regulations issued by the Lottery. The controls shown are only
examples and may not be sufficient to meet compliance with the Rules & Regulations.
The VLG Agents should use the controls shown as a minimum standard. The internal
controls are outlined according to the following categories of operations:

Cash Receipts and Disbursements
Security and Surveillance

Controller Physical Security

VLT Machine Maintenance

Financial Reporting and Reconciliation
Internal Audit/Monitoring Activities
Marketing and Advertising
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II. CASH RECEIPTS AND DISBURSEMENTS

This section of the report addresses alternatives for internal controls to be utilized for
cash receipt and disbursement functions. Specific controls addressed in this section
pertain to VLT payouts, VLG cashier cage accountability, count room characteristics,
currency acceptor drops, count team characteristics, cash and voucher count procedures,
and access to cage and vault areas.
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Control Category

Cash Receipts and Disbursements

Control Sub-Category

VLT Payout

Control Objective

m  To ensure that the individual cashing the redemption voucher provides identification
and certification of their tax identification number.

m To ensure compliance with NYS and Federal tax law including IRS reporting
requirements.

m  To ensure appropriate tax documentation is maintained.

Risk

m  The individual cashing the redemption voucher represents them self as someone else
or provides an inaccurate tax identification number.

m  Tax reporting information is not maintained.

m New York State and/or Federal Tax laws are not adhered to.
Controls

m  When the prize exceeds the threshold for reportable lottery winnings established by
the IRS and New York State, the VLT prints a redemption voucher that is only
redeemable at an attended validation terminal.

m  When a prize exceeds $10,000 the VLT should enter a lock up state and an attendant
should be called to verify, initiate, and witness the printing of the redemption
voucher.

m  The attendant should obtain and personally record identifying information from the
prizewinner for IRS and New York State tax reporting purposes.

m  When the prize exceeds the threshold established for tax withholding from lottery
winnings established by the IRS and the State of New York, the attendant should
obtain additional information from the prizewinner for tax withholding purposes.
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The following is a tool to be utilized by Video Lottery Gaming Agents to document and test the
internal controls that they have put in place to meet each objective and mitigate risk.

Actual
Control Sub- Control Objective | Controls Testof Action / Follow up
Category Category . Controls
in Place
Cash Receipts | VLT 1. To ensure that Internal control assessment
and Payout the individual and identified weakness(es)
Disbursements cashing the (if applicable)
redemption
voucher provides

identification and
certification of
their tax
1dentification
number.

2. To ensure
compliance with
NYS and Federal
tax law including
IRS reporting
requirements.

3. To ensure
appropriate tax
documentation is
maintained.
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Control Category

Cash Receipts and Disbursements

Control Sub-Category

VLG Cashiers Cage Accountability

Control Objective

To accurately account for all assets maintained by cashiers and ensure a system of
controls for accountability of cash.

Risk

Cash and other assets are not being properly safeguarded.
Controls
A separate VLG cashier cage facility should be maintained for VLG activity only.

At the close of each shift the outgoing cashier assigned to each cage should count down
their bank and prepare a count sheet listing the actual funds located in the bank,
accountability total, and a variance.

At a minimum, count sheets are a two part form, which should include the following:
e Date, time stamp, and shift;
Location of cage;
Amount of each type of denomination of funds, including paperwork and
vouchers, comprising the total bank;
Actual count total (closing inventory);
Accountability total (opening inventory);
Amount over or short; and
Signature of the outgoing cashier and incoming/verifying cashier.

The count process should be performed in the presence of the incoming cashier or
another cashier or employee, as determined appropriate.

When the entire count is completed, all persons performing or verifying the count should
sign the count sheet attesting to the accuracy of the recorded information and time stamp
all copies of the count sheet.

Overages and shortages should be documented as a variance and should be investigated
by appropriate personnel.
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Vouchers should be forwarded and separately stored by the video lottery gaming
department.

The vault supervisor should load the trolley cart with the number of registers needed for
incoming cashiers going on duty in the cash cage area and lock the trolley.

The vault supervisor should proceed to the cash cage area with a member of security.

The vault supervisor should recount, manually or mechanically, the cash presented from
the cage cashier, without knowledge of the final count from the count sheets. The vault
supervisor should attest by signature and employee identification number on the count

sheet, the amount of cash counted.

When the count of the registers is complete, the vault supervisor should give the
incoming cashier (if applicable) a full register with cash.

The vault supervisor should then load the counted registers into the trolley and lock it.

The vault supervisor and the member of security should transport the counted registers
from the cashier cage into the vault.

The vault supervisor and the security personnel member should unlock the trolley and the
vault supervisor should remove the cash registers.

The vault supervisor should record on the vault assets log the required information as
noted in the Security and Surveillance section.

After removal of all the counted registers from the trolley into the vault, the vault
supervisor should lock the vault.
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The following is a tool to be utilized by Video Lottery Gaming Agents to document and test the
internal controls that they have put in place to meet each objective and mitigate risk.

by cashiers and
ensure a system
of controls for
accountability of
cash.

Actual
% Sub-Category Control Objective CI(; nitlfo (;1:) etf‘:rgfs Action / Follow up
Place
Cash Receipts | VLG Cashiers 1. To accurately Internal control assessment
and Cage account for all and identified weakness(es)
Disbursements | Accountability assets maintained (if applicable)
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Control Category

Cash Receipts and Disbursements

Control Sub-Category

Currency Acceptor Drop

Control Objective

To ensure timely and secure replacement, collection and surveillance of currency
acceptor drop boxes.

Risk

Cash and other assets are not being properly safeguarded.

Funds are not being adequately removed and transported limiting control over cash.
Opportunity of sales revenue has been lost because of VLT downtime.

Controls

A schedule of times that the full currency acceptor drop boxes will be removed should be
filed with the New York Lottery.
e Removal of full currency acceptor drop boxes should occur at least once a day.
e Conducted at no time other than the time specified in such schedule except for the
following:
o A VLT’s currency acceptor drop box that has become full before its
scheduled removal time should be removed upon special authorization.
o A VLT that requires extended repair to be performed before its
scheduled repair date should be removed upon special authorization.

The drop team should notify surveillance prior to the beginning of the currency acceptor
drop procedures.

The currency acceptor drop box collection process should be video recorded and
monitored by surveillance.

The currency acceptor drop team should at a minimum consist of:
e One video lottery gaming department member;
¢ One security member, observing the removal process; and
¢ One video lottery gaming count room supervisor.
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A log should be maintained in the count rooms for all ingress and egress activities and
should contain the required information as noted in the Security and Surveillance section.

The empty currency acceptor drop boxes, from the count room, should be transported to
the gaming floor in a locked storage cart by the video lottery gaming department member
and the security escort.

The empty currency acceptor drop boxes are then placed on the floor in front of the VLT
that corresponds to the number printed on the currency acceptor drop box.

The removal process of full currency acceptor drop boxes should be conducted in the
following way:

e A member of the drop team should sign out the terminal currency compartment
key from security on the log as noted in Security and Surveillance section.

e After removal from the VLT, the currency acceptor drop box should be
immediately placed in the trolley.

e The trolley should be controlled by two locks, the video lottery gaming
department in control of one key and the security department in control of the
other.

e Before movement of the full currency acceptor drop boxes, the count room
supervisor should approve in writing:

0 The number of drop boxes removed from the gaming area equals the
number loaded in the trolley; and
0 The currency acceptor drop boxes have been securely locked in the trolley.

e The trolley cart, with full currency acceptor drop boxes, should be attended by a

security representative at all times during the drop process.

The empty currency acceptor drop boxes are then re-inserted into the corresponding
VLT’s so play can commence.

Security personnel should be present to observe the drop procedures and the currency
acceptor drop boxes from the time they are removed from the VLT, until they are secured
in the count room or vault.

The drop team should notify the count room supervisor that the full currency acceptor
drop boxes are loaded and ready to be dropped off in the count room. Following
notification the drop team should proceed to the count room to drop off the full currency
acceptor drop boxes.

The count room supervisor should access the count room using an electronic card key
swipe, followed by an approval swipe of the count room supervisor within 30 seconds.

The count room supervisor should authorize the video lottery gaming member to open the
lock on the trolley and the count room supervisor should then verify the following:
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e The number of full currency acceptor drop boxes in the trolley equal the
number of empty currency acceptor drop boxes taken from the count room
previously.

e The empty currency acceptor drop box terminal numbers taken from the count
room match the full currency acceptor drop box terminal numbers received for
each drop box.

m  Under circumstances where a currency acceptor drop box has been removed with
special authorization and stored in the vault, the count room supervisor should instruct
the drop team to go to the vault to pick up and transport those currency acceptor drop
boxes being stored there temporarily.

m The procedures above should be utilized for the retention and retention of any
currency acceptor drop boxes being stored in the vault.

-10-
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The following is a tool to be utilized by Video Lottery Gaming Agents to document and test the
internal controls that they have put in place to meet each objective and mitigate risk.

Sub- . Actual Test of .
Control Category — Control Objective | Controls | ~— Action / Follow up
Category in Place Controls
Cash Receipts and | Currency 1. Cash and other Internal control assessment
Disbursements acceptor assets are not and identified weakness(es)
Drop being properly (if applicable)

safeguarded.

2. Funds are not
being adequately
removed and
transported
limiting control
over cash.

3. Opportunity of
sales revenue has
been lost because
of VLT
downtime.

-11-
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Control Category

Cash Receipts and Disbursements

Control Sub-Category

Count Room Characteristics

Control Objective

m To ensure the VLG facility count room is free from obstructions and equipped to detect
security breeches that would impede the accurate counting and safeguarding of cash and
vouchers.

Risk

m  The miscounting or theft of cash and redemption vouchers because the count room does
not provide a safe and secure environment.

Controls
m A VLG facility count room should be maintained and used only for VLG activities.

m  The count room should contain an access log with the required information as noted in
the Security & Surveillance section.

m The count room should be located in the non-public area of the video lottery gaming
facility, and should consist of only the following:
e A metal door installed on each entrance and exit equipped with:
o Electronic card key system sanctioned by the Lottery;
e An alarm device signaling to the surveillance department and the security;
e A table constructed of clear glass or similarly clear material used for the
emptying, counting, and recording of the contents of drop boxes.
e C(Closed circuit television cameras and microphone wired to the surveillance
department providing:
o0 Detailed audio-video monitoring and recording of the entire count
process; and
o0 Detailed video monitoring and recording of the interior of the count
room.
All vents and duct grating in the count room should be secured by a metal grate.

m  Facility security should maintain the electronic card key system as noted in the Security
and Surveillance section.

m  The count room should be free of the following:

-12-
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Disposal containers;
Windows on the outside walls of the count room; and

Storage of non-related supplies and equipment, with the exception of empty
currency acceptor drop boxes and paper voucher stock.

-13-
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The following is a tool to be utilized by Video Lottery Gaming Agents to document and test the
internal controls that they have put in place to meet each objective and mitigate risk.

Control . Actual Test of .
S Sub-Category | Control Objective | Controls | < Action / Follow up
Category ; Controls
in Place
Cash Receipts | Count Room 1. To ensure the Internal control assessment
and Characteristics | VLG facility and identified weakness(es)
Disbursements count room is free (if applicable)
from obstructions
and equipped to

detect security
breeches that
would impede the
accurate counting
and safeguarding
of cash and
vouchers.

-14-
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Control Category

Cash Receipts and Disbursements

Control Sub-Category

Count Team Characteristics

Control Objective

m  To ensure the cash count is carried out by a properly trained and authorized count team.

Risk
m The count team does not follow proper procedures and requirements, jeopardizing the
control of cash.

Controls

m  The count team should consist of a minimum of three persons and should conform to the
following:

e Rotated in such a way that each count team is not consistently the same group of
employees;

e Entrance to the count room should be by standardized badge access with a
photograph;

e A full-length, one-piece pocket-less garment with openings only for the arms,
feet, and neck should be worn;

e Accessories such as pocketbooks should not be permitted; and

¢ Movement of hands from or to the count table should only be allowed if the backs
and palms of team member’s hands are first held straight out and exposed to the
view of other members of the count team and the closed circuit television camera.

-15-
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The following is a tool to be utilized by Video Lottery Gaming Agents to document and test the
internal controls that they have put in place to meet each objective and mitigate risk.

properly trained
and authorized
count team.

Control Actual Test of
S Sub-Category | Control Objective | Controls | Action / Follow up
Category ; Controls
in Place
Cash Receipts | Count Team 1. To ensure the Internal control assessment
and Characteristics | cash count is and identified weakness(es)
Disbursements carried out by a (if applicable)

-16-
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Control Category

Cash Receipts and Disbursements

Control Sub-Category

Cash and Voucher Count

Control Objective

To ensure the opening, counting and recording of all cash and vouchers residing within
all currency acceptor drop boxes in a timely and controlled manner.

To ensure cash and vouchers are safeguarded and accurately reported.

Risk
Cash and vouchers are not safeguarded from loss or misappropriation and are
inaccurately counted and/or reported.

Controls

The opening, counting, and recording of the contents of currency acceptor drop boxes
should be performed in the presence of a count room supervisor.

Immediately prior to the commencement of the count, the doors to the count room should
be securely locked.

The count room supervisor records in writing all of the employee names and license
numbers of each person participating in the counting process and whether the employee
should:

e Be present in the count room during the entire counting process;

e Enter the count room during the counting process; and

e Leave the count room prior to the conclusion of the counting process.

If an employee enters or exits the count room during the counting process the remaining
members of the count room should:
e Display hands in accordance with standards (see count team characteristics); and
e Step away from the count table until the count team member has entered or left
the count room.

The counting process should be discontinued whenever less than three count team
members are present in the count room.

-17-
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Any person who is scheduled to leave the count room prior to the completion of the entire
count process should sign and record their employee identification number and should
record the time of their exit of the count room on the count room log.

Any person who enters or exits the count room due to an emergency should sign and
record their name, employee identification number, and time of the entry or exit on the
count room log.

e [f the emergency prohibits the member of the count team to sign and record
their name, the count room supervisor should record the person’s name,
employee identification number, the time of exit, and description of the
emergency.

Currency acceptor drop boxes should be counted in vendor specific order.

As each drop box is placed on the count table, one count team member should orally
announce the video lottery gaming terminal number and shift (date and time) in a loud
enough voice for count personnel and audio surveillance to hear.

Contents of each drop box should be emptied on the count table with bills and vouchers
separated and counted using one of the following methods:
e Manually counted separately on the count table; or
e Automated count using a currency counting machine and a voucher bar code
reader both of which have been approved in writing by the New York Lottery and
are located in a conspicuous location on, near or adjacent to the count table.

Immediately after the contents of a drop box are emptied onto the count table, the inside
of the drop box should be held up to the full view of a closed circuit television camera
and verified to a second the count room supervisor.

The drop box should then be locked and placed in the storage area for drop boxes.

During the count, a count team member should manually record the following
information on the count sheet by video lottery gaming terminal number:

The video lottery gaming terminal number of the currency acceptor drop box;

The amount of each denomination of currency counted;

The amount of all denominations of currency counted;

The dollar amount of all vouchers counted; and

The gaming date of the items being recorded and the date the count sheet is being
prepared or generated.

Following the count of each VLT, a count team member should manually record the
following information on the Master Activity Report by video lottery gaming terminal
number:

e The video lottery gaming terminal number;

e The amount of all denominations of cash counted;

e The dollar amount of all vouchers counted;
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e The total dollar amount of vouchers and cash counted; and
e Whether there was a disagreement of totals reported from the count to the central
processor data.

Manual Cash and VVoucher Count

m The following procedures should take place if a currency counting machine is not being
utilized:
e A first count team member should begin the count, separating out each
denomination of cash and vouchers in full view of a closed circuit television
camera.

e The count team member should begin the count and may be assisted by the use of
an adding machine with a register tape for the addition of cash and vouchers.

e The first count by a member of the count team should be recorded on a count
sheet and given to the count room supervisor without any other count team
member knowing the count total.

e A second count team member, unaware of the result of the original count, should
count again each denomination of currency and all vouchers and should record the
count total on a count sheet different from the one used by the first count team
member.

Machine Cash and VVoucher Count

m The following procedures should be carried out by the count room supervisor and count
team if a currency counting machine and/or voucher bar code reader machine are being
utilized:

e The Count Room Supervisor should verify that the machine has a zero balance on
its terminal unit display panel and has a receipt printed which denotes “-0-
cash/vouchers on hand” and indicate that the machine has been cleared;

e The Count Room Supervisor should visually check the machine to be sure there
are no bills/vouchers remaining in the various compartments of the machine;

m  The following procedures should be completed twice, each time by a different member of
the count team:

Cash Count
e A count team member should begin feeding each denomination of currency from
the count table separately to the currency counting machine.

e Any soiled or off-sorted bills should be re-fed into the machine; if bills are not
readable by the machine then manual adjustments should be made to the total.
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e The total as recorded on the counting machine for currency and any adjustments
should be recorded on a count sheet and not revealed to anyone.

Voucher Count
e A count team member should begin by scanning each voucher from the count
table separately using the voucher bar code reader.

e Any vouchers that are unreadable by the bar code reader should be manually
typed into the machine or made as an adjustment to the total at the end of the
voucher count.

e The total as recorded on the voucher bar code reader for vouchers and any
adjustments made should be recorded on the count sheet and the amounts totaled
for the VLT. The count sheet should be given to the count room supervisor.

Following the Manual or Machine Cash Count

Following the completion of the above procedures, the supervisor should compare the
totals from the two count sheets to assure equivalency. If the totals do not agree, the
procedures above should be repeated until all totals are in agreement.

When the totals compared from the count sheets are in agreement for all cash and
vouchers, the count room supervisor should call the gaming or finance department to
determine if the count is in agreement with the central processor data.

If the totals compared do not agree, then the following procedures should be
followed:

e The count of cash and vouchers should be repeated using the same procedures
listed above.

e If the totals from the recount are not equal to the previous totals, then the
counting procedures above must be utilized until two successive counts yield
the same total amount.

e When the totals from the recount are equal the count room supervisor should
call the gaming or finance department again and report the totals and verify
that the totals either agree or that a difference between the count of cash and
vouchers and the central processor data exists.

The members of the count team and the count room supervisor should sign the count
sheets agreeing to the totals reported.

The total count of cash, vouchers and total cash and vouchers from the count sheets
and an indication of whether a difference exists should be recorded on the Master

Activity Report.

The procedures above should be repeated for each currency acceptor drop box in
vendor specific order.
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Cash going to the vault should be separately stored in bank bags.

Vouchers should be separately stored and accounted for by vendor and forwarded to
the video lottery gaming department.

The video lottery gaming department should store vouchers for a period of 30 days,
after which the vouchers will be destroyed.

After all the cash from the currency acceptor drop boxes have been counted, two
count team members should present the cash from the count room to the vault
supervisor in the count room.

The vault supervisor should recount manually or mechanically the cash presented,
without knowledge of the final count from the Master Activity Report. The vault
supervisor should attest by signature and employee identification number on the
Master Activity Report, the amount of cash counted.

The two count team members should sign the Master Activity Report evidencing their
presence during the count and the fact that both the vault supervisor and the count

team have agreed on the total amount of cash counted.

The vault supervisor with the count team should then load the full bank bags into the
trolley and lock it.

The vault supervisor and a member of security personnel should transport the full
bank bags from the count room into the vault.

The vault supervisor and the security personnel member should unlock the trolley and
the vault supervisor should remove the bank bags.

The vault supervisor should record on the vault assets log the required information as
noted in the Security and Surveillance section.

After removal of all the full bank bags from the trolley into the vault, the vault
supervisor should lock the vault.
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The following is a tool to be utilized by Video Lottery Gaming Agents to document and test the
internal controls that they have put in place to meet each objective and mitigate risk.

Control Actual Test of
. Sub-Category | Control Objective | Controls | Action / Follow up
Category ; Controls
in Place
Cash Receipts | Cash Count 1. To ensure the Internal control assessment
and opening, counting and identified weakness(es)
Disbursements and recording of (if applicable)

all cash and
vouchers residing
within all
currency acceptor
drop boxes in a
timely and
controlled
manner.

2. To ensure cash
and vouchers are
safeguarded and
accurately
reported.
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Control Category

Cash Receipts and Disbursements

Control Sub-Category

Access to Cage Areas

Control Objective

m  To secure and limit access to all cage areas to authorized persons.

Risk

m  Unauthorized access to the cage area endangering cash and vouchers to loss.
Controls

m  All personnel allowed access to the cage areas with a security escort should be as
follows:
e New York Lottery Agents, with identification;
VLG Agent Chief Executive Officer;
VLG Agent Accounting Department personnel;
VLG Agent Internal and External Audit Department personnel;
VLG Agent MIS personnel;
VLG Agent Cashiering personnel; and
Other VLG Agent Management authorized personnel.
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The following is a tool to be utilized by Video Lottery Gaming Agents to document and test the
internal controls that they have put in place to meet each objective and mitigate risk.

authorized
persons.

Control Actual Test of
. Sub-Category | Control Objective | Controls | Action / Follow up
Category ; Controls
in Place
Cash Receipts | Access to Cage | 1. To secure and Internal control assessment
and Areas limit access to all and identified weakness(es)
Disbursements cage areas to (if applicable)
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Control Category

Cash Receipts and Disbursements

Control Sub-Category

Access to Vault Areas

Control Objective

m  To secure and limit access to all vault areas to authorized persons.

Risk

m  Unauthorized access to the vault area endangering VLG Agent assets.
Controls

m  Access to the vault without a security escort is limited to the following list of
employees, except as noted:
e VLG Agent cashiering supervisory personnel;
e VLG Agent cashiers should only have access if they have been assigned to
this area for their normal shift.
e VLG Agent cashiers temporarily assigned by cashiering supervisory personnel
e All others should only be allowed access with a security escort.

m  All transactions should be completed through the vault windows unless it is of such a
large volume that it must be done inside the vault.

m  Transactions performed inside the vault should be done with a security escort and
surveillance should be notified.

m  All employees entering and exiting the vault should sign a vault access log with the
required information as noted in the Security and Surveillance section.
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The following is a tool to be utilized by Video Lottery Gaming Agents to document and test the
internal controls that they have put in place to meet each objective and mitigate risk.

authorized
persons.

Control Actual Test of
L Sub-Category | Control Objective | Controls | < Action / Follow up
Category : Controls
in Place
Cash Receipts | Access to Vault | 1. To secure and Internal control assessment
and Areas limit access to all and identified weakness(es)
Disbursements vault areas to (if applicable)
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I11. SECURITY AND SURVEILLANCE

This section of the report addresses alternatives for internal controls to be utilized for
security and surveillance functions. Specific controls addressed in this section pertain to
general security and surveillance, surveillance reporting requirements, inspection of
equipment and testing procedures, disc maintenance and release, preparation of forms
and reports, employee badge identification, key control, log creation and maintenance

and emergency provisions.
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Control Category

Security and Surveillance

Control Sub-Category

General Security and Surveillance

Control Objective

m To ensure proper security and surveillance measures have been established
throughout VLG facilities to monitor the safety, accuracy and integrity of VLG
operations.

Risk

m Inappropriate activities are not timely detected and/or prevented that result in damage
to property, customers and lost revenue and assets.

Controls

m  Each VLG facility should install or allow the installation of a closed circuit television
system with the following requirements and capabilities:
e The system should be installed in fixed positions.
e The system should have matrix control with pan, tilt, and zoom capabilities.
e The system should be hidden from public and non-surveillance personnel
view.
e The system should be capable of viewing a variety of areas including, but not
limited to:
0 The gaming conducted at the VLT’s;

0 The count processes conducted in the count rooms;

0 The vault;

0 The movement of cash and vouchers, residing in currency acceptor
drop boxes, within the facility and all areas of transit;

0 Cashier cages; and

0 The entrances and exits to the facility, count rooms and vaults.

m  Security and surveillance personnel should be adequately trained to proficiently use
equipment and prepare for any inappropriate activities that may occur.

m  Shift schedules should include at least one supervisory member of management
personnel.

m  Periodic rounds should be made by security staff to visually observe activity and
create a physical presence.
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The following is a tool to be utilized by Video Lottery Gaming Agents to document and test the
internal controls that they have put in place to meet each objective and mitigate risk.

Control Actual Test of
. Sub-Category | Control Objective | Controls | Action / Follow up
Category » Controls
in Place
Security and General 1. To ensure Internal control assessment
Surveillance Security and proper security and identified weakness(es)
Surveillance and surveillance (if applicable)

measures have
been established
throughout VLG
facilities to
monitor the
safety, accuracy
and integrity of
VLG operations.
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Control Category

Security and Surveillance

Control Sub-Category

Surveillance Reporting Requirements

Control Objective

m To ensure security and surveillance matters are reported to the proper level of
management.

Risk

m Security and surveillance matters occur and have not been properly addressed
resulting in the integrity of operations being compromised, including lost revenue and
assets.

Controls

m  The Director of Surveillance should report to the CEO.

m  The Director of Surveillance should have the explicit authority to report directly to the
Board of Directors on matters concerning surveillance.

m The Director of Surveillance should be provided with the names, addresses, and
telephone numbers of members of the Board of Directors for contact purposes.

m  The Director of Surveillance should have adequate relative training and/or experience.
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The following is a tool to be utilized by Video Lottery Gaming Agents to document and test the
internal controls that they have put in place to meet each objective and mitigate risk.

Control . Actual Test of .
L Sub-Category | Control Objective | Controls | Action / Follow up
Category ; Controls
in Place
Security and Surveillance 1. To ensure Internal control assessment
Surveillance Reporting security and and identified weakness(es)
Requirements surveillance (if applicable)
matters are
reported to the
proper level of
management.
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Control Category

Security and Surveillance

Control Sub-Category

Inspection of Equipment and Testing Procedures

Control Objective

m  To ensure that surveillance equipment is in good working condition.
Risk
m  Timely monitoring of activities cannot be completed.

Controls

m A standard periodic checklist should be developed and utilized to ensure testing is
done timely and routinely.

m Every camera at the VLG facility under Lottery control is periodically called to a
monitor and checked for proper receipt of video signal and camera functionality.

=  Every monitor at the VLG facility under Lottery control is periodically checked to be
sure the video signal is being properly received and that all monitors attached to the
switching system have camera switching capabilities.

m Digital Video Recorders (DVR) are tested for proper operation by completing
playbacks to check that the video signal is being recorded and the time and date is

being inserted onto the recording.

m  All Quad units are checked to be sure that four camera inputs are being split on the
screen properly.

m  The video printer is tested to ensure still picture recordings can be obtained.

m  Tests completed should be documented in a log and initialed by a supervisor and
marked as passing.

m Failed tests should be recorded on an incident report. Incident reports should be
numbered and then followed up on and resolved.
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The following is a tool to be utilized by Video Lottery Gaming Agents to document and test the
internal controls that they have put in place to meet each objective and mitigate risk.

Control . Actual Test of .
L Sub-Category | Control Objective | Controls | Action / Follow up
Category ; Controls
in Place
Security and Inspection of 1. To ensure that Internal control assessment
Surveillance Equipment and | surveillance and identified weakness(es)
Testing equipment is in (if applicable)
Procedures good working
condition.
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Control Category

Security and Surveillance

Control Sub-Category

Disc Maintenance and Release

Control Objective

m  To ensure recordings of VLG facility operations are maintained and available for use
when needed to support security and VLG activities.
Risk

m Follow-up action related to inappropriate authorities could not be handled or
prevented.

Controls

m  All recordings should be retained online for at least 7 days, except as noted below,
and should be listed on the Daily Shift Report by surveillance personnel with the date,
times and employee identification number of the person monitoring the events.

¢ Digital recordings should me maintained near line for 30 days when a person
is detained by security personnel in the security holding room.

m  Original recordings should be released to the New York Lottery or its designee upon
demand.

m  Any recording of illegal and/or suspected illegal activities should, upon completion,
be provided on an acceptable media (e.g. CD, DVD) and sealed with the following
information:

e Date;
e Time; and
e Name of the surveillance agent sealing disc media on the seal.

m  The recording should be placed in a separate, secure area and notification given to the
authorities.

m The release of recordings should be documented in a log, with the required
information as noted in the Security and Surveillance section, and conducted in a
manner that does not allow other departments or inappropriate personnel access to the
recordings.
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The following is a tool to be utilized by Video Lottery Gaming Agents to document and test the
internal controls that they have put in place to meet each objective and mitigate risk.

Control Actual Test of
L Sub-Category | Control Objective | Controls | Action / Follow up
Category ; Controls
in Place
Security and Tape 1. To ensure Internal control assessment
Surveillance Maintenance recordings of and identified weakness(es)
and Release VLG facility (if applicable)

operations are
maintained and
available for use
when needed to
support security
and VLG
activities.
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Control Category

Security and Surveillance

Control Sub-Category

Preparation of Forms, Daily Shift Reports and Incident Reports

Control Objective

m To ensure adequate documentation and reporting of security and surveillance
activities to management.

Risk

m Incidents are unreported resulting in inadequate follow-up and continuance of
inappropriate activities.

Controls

m The forms, reports and logs that should be maintained by surveillance personnel
include:
e A Surveillance Access Log Form that records all persons entering and exiting
the surveillance rooms.
e A Surveillance Incident Report that records information pertinent to incidents
observed by the surveillance department.
e Surveillance Incident Reports should be sequentially numbered and logged.
0 Each Incident Report should be assigned its own unique number by the
Director of Surveillance.
0 The log should reflect the following information for each Incident
Report:
= Date of report;
= Brief description of the incident;
= Department involved, if applicable;
= Employee or patron name involved in incident; and
=  Employee identification number of the Surveillance employee
that authored the Incident Report.
e Logs and Incident Reports should be filed sequentially and chronologically,
and maintained for a minimum of 30 days.
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The following is a tool to be utilized by Video Lottery Gaming Agents to document and test the
internal controls that they have put in place to meet each objective and mitigate risk.

Control . Actual Test of .
L Sub-Category | Control Objective | Controls | Action / Follow up
Category ; Controls
in Place
Security and Preparation of 1. To ensure Internal control assessment
Surveillance Forms, Daily adequate and identified weakness(es)
Shift Reports documentation (if applicable)
and Incident and reporting of
Reports security and
surveillance
activities to
management.
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Control Category

Security and Surveillance

Control Sub-Category

Employee Badge Identification

Control Objective

m  To ensure employees and temporary visitors are properly identified to allow
authorized activity within the VLG facility.
Risk

m  Unauthorized access and activity that results in damage or misappropriation of VLG
Agent assets.

Controls
m  Facility security will maintain the card key system.

m  Electronic card key system maintenance should be done by individuals having no
cash receipt responsibilities.

m Electronic card keys will be uniquely assigned to authorized individuals needing
access.

m  Employee access privileges should be approved by the video lottery gaming
department.

m  An employee access list should be maintained for all VLG personnel documenting
VLG employee badge privileges containing the following information:
e Name of employee;
Employee identification number;
Job description; and
Privilege areas assigned to the employee badge.

m  The employee access list should be updated for any changes in access privileges for
an employee.

m  An employee who arrives for work without his/her employee identification badge and
all visitors should be required to report to the Security Department.
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The security officer on duty should confirm that the employee does in fact work for
the VLG facility and was previously issued an employee identification badge or is an
authorized visitor.

A VLG facility official should sign for all authorized visitors.

Once confirmed, the security officer should issue a temporary badge to the employee
or authorized visitor, and the issuance of the badge should be recorded in a facility
identification access log with the required information as noted in the Security and
Surveillance section.

A fee should be charged for lost employee badges needing to be replaced.

VLG facility management should authorize the issuance of a new badge prior to the
start of the employee’s next shift or at the earliest possible date.

Electronic card key access should be monitored for appropriate access to VLG
facilities. Access logs should be reviewed and followed up on for inappropriate

acCcCess

All instances of non-compliance should be documented and forwarded to VLG Agent
management, and as deemed necessary, to New York Lottery management.
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The following is a tool to be utilized by Video Lottery Gaming Agents to document and test the
internal controls that they have put in place to meet each objective and mitigate risk.

Actual

Control Sub-Category | Control Objective | Controls Testof Action / Follow up
Category ; Controls
in Place
Security and Employee 1. To ensure Internal control assessment
Surveillance Badge employees and and identified weakness(es)
Identification temporary visitors (if applicable)

are properly
identified to allow
authorized
activity within the
VLG facility.

-40-




NYSL Video Lottery Gaming Operations Internal Control Recommendations

Control Category

Security and Surveillance

Control Sub-Category

Key Control

Control Objective

m  To ensure proper accountability and access to VLG facilities and terminals through
control of hard keys.
Risk

m Inappropriate access to VLG facilities and terminals resulting in inappropriate
activities and misappropriation of VLG Assets.

Controls

m A key control list should be developed by security to identify those keys that are
sensitive to VLG operations and should contain the following:
e Name of sensitive key;
Location of sensitive key;
Custodian of sensitive key;
Quantity of sensitive key;
Job titles authorized to sign out sensitive key and if applicable, escort
requirements and specific limitations; and
e (Custodian of duplicate keys.

m  The security department should retain the completed key usage logs.

m  Security should review the completed key usage logs for the following:
e Date;

Time of key sign out;

Key number and purpose;

Signature of issuer;

Time of key sign in;

Returned by signature; and

Received by signature.

m  All instances of non-compliance should be documented and forwarded to VLG Agent
management, and as deemed necessary, to New York Lottery management.
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The following is a tool to be utilized by Video Lottery Gaming Agents to document and test the
internal controls that they have put in place to meet each objective and mitigate risk.

Control . Actual Test of .
. Sub-Category | Control Objective | Controls | Action / Follow up
Category ; Controls
in Place
Security and Key Control 1. To ensure Internal control assessment
Surveillance proper and identified weakness(es)
accountability (if applicable)
and access to
VLG facilities

and terminals
through control of
hard keys.
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Control Category

Security and Surveillance

Control Sub-Category

Log Creation and Maintenance

Control Objective

m To ensure the proper documenting of all VLG facility operations required for
accounting and safeguarding of VLG Agent assets.

Risk

m VLG operations are not documented and assets are not safeguarded from loss or
misappropriation.

Controls

m  An access log should be maintained for all VLG Agent ingress and egress activities in
the vault, count room, and controller room and should contain, at a minimum the

following:
e Name;
e Signature;
e Date;
e Time of entry and exit; and
e Reason for entry.

m A key usage log should be maintained for all VLG Agent key use on the VLT
machines, trolley carts and other hard key specific items and areas, and should contain
at a minimum:

e Name;

Signature of user;

Date;

Time of sign out and return;

Reason for key sign out; and

Signature of security employee receiving the returned key.

m  An asset log should be maintained for all VLG Agent removal and addition of assets
in the vault room, count room and cashier cages and should contain, at a minimum the

following:
e Name;
e Signature;
e Date;
e Time of withdrawal / deposit;
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Amount of withdrawal / deposit;
Location assets will be transported to (if applicable); and
Brief description of why assets are being withdrawn / deposited.

m A facility identification access log should be maintained for all issuances of
identification to permanent employees and temporary visitors, and should contain, at a
minimum the following:

Employee/Visitor’s name;

Position and department that employee/visitor works for;

Employee’s occupational license number (not applicable for visitors);
Temporary badge number;

Name of Security Officer issuing the temporary badge;

Name of approving VLG facility official signature (for visitors only);
Date/time out;

Date/time in; and

A description of why a temporary badge was issued or denied.

m  All logs should be forwarded to the security department to be held for 30 days.
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The following is a tool to be utilized by Video Lottery Gaming Agents to document and test the
internal controls that they have put in place to meet each objective and mitigate risk.

Control . Actual Test of .
L Sub-Category | Control Objective | Controls | Action / Follow up
Category ; Controls
in Place
Security and Log Creation 1. To ensure the Internal control assessment
Surveillance and proper and identified weakness(es)
Maintenance documenting of (if applicable)
all VLG facility
operations

required for
accounting and
safeguarding of
VLG Agent
assets.
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Control Category

Security and Surveillance

Control Sub-Category

Emergency Provisions

Control Objective

m  To ensure the security of VLG facility assets in the event of an emergency threatening
continuance of VLG operation.
Risk

m VLG facility assets are not secured and safeguarded during an emergency resulting in
lost or damaged assets.

Controls

m  The VLG facility should have an alternative power source on hand that could be used
in the event of a power failure for a minimum running time of 60 minutes.

m  For emergencies causing VLG facility power failure only, the following procedures
should apply:

e The VLG facility alternative power source should be activated.

e The VLG department supervisor should alert the proper authorities.

e A VLG attendant should notify through PA or similar system that all VLG
players need to end their sessions and amounts may be redeemed at cashier
cages.

e After all VLT’s sessions have been terminated, the VLG attendant should
notify the players in the facility that they should evacuate immediately.

e VLG attendants should assist in the evacuation process.

e Once all players have ended their sessions and have evacuated the facility the
following procedures should apply:

0 The currency acceptor drop boxes should be removed in
accordance with the currency acceptor drop procedures noted in
the Cash Receipts and Disbursement section.

0 The cashiers should close down their banks and transportation of
their banks to the vault should be in accordance with the Cashiers
Cage Accountability procedures in the Cash Receipts and
Disbursements section with the following exception:

= The cash cage supervisor should observe each cashier’s
bank closing instead of the incoming cashier.
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0 All amounts from the drop procedure should be counted and
transported to the vault in accordance with the Cash and Voucher
Count procedures as noted in the Cash Receipts and Disbursements
section.

m  For emergencies causing VLG immediate dangers to the VLG facility including but
not limited to the VLG gaming area, count room, controller room and vault, the
following procedures should apply:

e The VLG alternative power source should be activated (if needed).

e The VLG department supervisor should alert the proper authorities.

e A VLG attendant should notify, through PA or similar system, that all non-
VLG personnel have to evacuate the building immediately.

e VLG security, when conditions apply, should commence lock down of each
area until safer conditions exist to carry out normal operating procedures.

e VLG personnel should then evacuate the building and VLG security should
lock all entrances.

m The VLG facility should comply with the following agency regulations when
preparing for emergency situations:
e New York State Building Codes;
e New York State Fire Codes; and
e Occupational Health and Safety Administration.
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The following is a tool to be utilized by Video Lottery Gaming Agents to document and test the
internal controls that they have put in place to meet each objective and mitigate risk.

Control Actual Test of
L Sub-Category | Control Objective | Controls | Action / Follow up
Category ; Controls
in Place
Security and Emergency 1. To ensure the Internal control assessment
Surveillance Provisions security of all and identified weakness(es)
VLG facility (if applicable)

assets in the event
of an emergency
threatening VLG
operation
continuance.
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V. CONTROLLER PHYSICAL SECURITY

This section of the report addresses alternatives for internal controls to be utilized for
controller physical security. Specific controls addressed in this section pertain to VLG

Agent Controller Room Security.
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Control Category

Controller Physical Security

Control Sub-Category

Controller Room Security

Control Objective

m  To ensure the VLG Agent controller room is secure and accessed only by authorized
personnel.

Risk

m  Unauthorized access to the controller resulting in physical damages, unauthorized
access to data, or lost revenues / assets.

Controls

m  The controller room should be a separate room from the count room, vault and cashier
cages located in the VLG facility.

m  The controller room should be managed by MGAM (system vendor) personnel only.

m  The controller room should be equipped with an electronic card key reader to provide
authorized and recorded access.

m  The controller room should only be accessed by the following authorized personnel
with electronic card keys:
e MGAM personnel; and
e VLG Agent security.
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The following is a tool to be utilized by Video Lottery Gaming Agents to document and test the
internal controls that they have put in place to meet each objective and mitigate risk.

Control . Actual Test of )
= Sub-Category | Control Objective | Controls | ~— . Action / Follow up
Category . Controls
in Place | —
Controller Controller 1. To ensure the Internal control assessment
Physical Room Security | VLG Agent and identified weakness(es)
Security controller room is (if applicable)
secure and
accessed only by
authorized
personnel.
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V. VLT MACHINE MAINTENANCE

This section of the report addresses alternatives for internal controls to be utilized for
VLT machine maintenance. Specific controls addressed in this section pertain to VLT
device entry and repair and maintenance.
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Control Category

VLT Machine Maintenance

Control Sub-Category

VLT Device Entry

Control Objective

m  To ensure access to the inside of a VLT by employees and others is appropriate and
properly authorized.

Risk

m  VLT’s may be damaged or altered resulting in lost revenue or assets.
Controls

m  Each time the inside of a VLT gaming device is accessed, an entry on the Machine
Repair Report should be completed.

m  The Machine Repair Report should include the following:

The VLT machine number and location;

The date, time, and shift of entry;

The reason for entry; and

The identification number of the employee accessing the inside of the
electronic gaming device.

m  Machine Repair Reports should be maintained inside each VLT.

m  Completed Machine Repair Reports should be maintained on file by the video lottery
gaming department.

m  All maintenance / repair work on a VLT should be under supervision of the video

lottery gaming supervisor or department member for the duration of the maintenance /
repair.
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The following is a tool to be utilized by Video Lottery Gaming Agents to document and test the
internal controls that they have put in place to meet each objective and mitigate risk.

Control . Actual Test of .
S Sub-Category | Control Objective | Controls | Action / Follow up
Category i Place | Controls

VLT Machine | VLT Device 1. To ensure Internal control assessment

Maintenance Entry access to the and identified weakness(es)
inside of a VLT (if applicable)
by employees and
others is
appropriate and
properly
authorized.
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Control Category

VLT Machine Maintenance

Control Sub-Category

Repair and Maintenance to Currency Acceptor

Control Objective

m To ensure that VLT’s are properly maintained and repaired and currency acceptor
drop boxes are accounted for and secure.
Risk

m  Maintenance of a VLT could result in unauthorized removal of a currency acceptor
drop box and misappropriation of cash and vouchers.

Controls

m  When the removal of the currency acceptor drop box is necessary in order to perform
a repair by a VLT technician or maintenance by a VLG attendant, the VLG
supervisor, in the presence of a security representative, obtains the currency
compartment keys from security.

m  Any customer playing the VLT should be requested to temporarily stop playing the
affected terminal and to step back from the device so that the repair or maintenance
procedures can be performed.

m The VLG supervisor, in the presence of the security representative, should open the
currency acceptor door and remove the currency acceptor drop box.

m  After the repair by a VLT technician or maintenance by a VLG attendant, the VLT
and the currency acceptor should be returned to play as soon as the currency acceptor
drop box is re-inserted and secure, and the compartment door is closed and locked.

m The VLG supervisor and the security representative should then return the keys to
security.

m VLT technicians should not be servicing VLT’s unless the problem is beyond the
scope of the VLG department personnel.

m  When the paper stock for vouchers of a VLT needs replenishment, the VLG attendant

with a security escort should retrieve and sign for the needed amount of paper stock
from the count room supervisor.
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The following is a tool to be utilized by Video Lottery Gaming Agents to document and test the
internal controls that they have put in place to meet each objective and mitigate risk.

Control Actual Test of
L Sub-Category | Control Objective | Controls | ~— Action / Follow up
Category ; Controls
in Place
VLT Machine | Repair and 1. To ensure that Internal control assessment
Maintenance Maintenance to | VLT’s are and identified weakness(es)
Currency properly (if applicable)

Acceptors maintained and
repaired and
currency acceptor
drop boxes are
accounted for and
secure.
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VI. FINANCIAL REPORTING AND RECONCILIATION

This section of the report addresses alternatives for internal controls to the financial
reporting and reconciliation functions of the accounting department. Specific controls
addressed in this section pertain to financial accounting, forms, records and documents,
signature records, standard financial and statistical records, and reconciliation.
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Control Category

Financial Reporting and Reconciliation

Control Sub-Category

Financial Accounting

Control Objective

m  To ensure that a proper accounting system is in place to accurately record all VLG
financial transactions.
Risk

m  The accounting system in place does not provide for the accurate financial reporting
of the VLG activities.

Controls

m  General accounting records should be maintained on a double entry system of
accounting with transactions recorded on the accrual basis.

m  All accounting transactions should be recorded and presented in accordance with
generally accepted accounting principles.

m The VLG Agent should use a prescribed, uniform chart of accounts specified by the
New York Lottery, and should contain the minimum level of detail to be maintained
for each accounting classification by the VLG Agent.

m Detailed supporting, subsidiary records of all VLG accounting transactions should be
maintained and include the following information:
e Records identifying revenues, expenses, assets, liabilities, and equity;
Records of all investments, advances, loans and receivable balances due;
Records of all loans and other amounts payable;
Journal entries prepared by the VLG Agents and the independent accountant;
Tax work papers used in the preparation of any State or Federal tax return;
and
e Records required to fully comply with the New York Lottery’s Financial
Reporting requirements.
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e The standardized Master Activity Report, forwarded on a daily basis to the
accounting department, should be:

o Compared to count sheets as received by the count room and bank
deposits statements for agreement, on a test basis by persons with no
cash and voucher handling responsibilities;

o Reviewed for the appropriate number and propriety of signatures on a
test basis;

o Tested for proper calculation, summarization, and recording;

Reconciled to the amount received by the vault supervisor; and

o Recorded, maintained and controlled by the accounting department as
a permanent accounting record.

e Any other records that the New York Lottery requires to be maintained.

O
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The following is a tool to be utilized by Video Lottery Gaming Agents to document and test the
internal controls that they have put in place to meet each objective and mitigate risk.

Control Actual Test of
<~ Sub-Category | Control Objective | Controls | ~— . Action / Follow up
Category ; Controls
in Place | —
Financial Financial 1. To ensure that Internal control assessment
Reporting and | Accounting a proper and identified weakness(es)
Reconciliation accounting (if applicable)

system is in place
to accurately
record all VLG
financial
transactions.
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Control Category

Financial Reporting and Reconciliation

Control Sub-Category

Forms, Records and Documents

Control Objective

m  To ensure that that forms, records and documents used in VLG operations are not
tampered with.

m  To ensure the security of unused accounting pre-numbered forms.

Risk

m  Forms, records and documents are not properly prepared and are tampered with.
m  Accounting forms are not properly stored and lead to fraudulent activity.
Controls

m  All forms, records and documents required by VLG operations and the New York
Lottery are to be prepared in ink or some other permanent form.

m  All forms, records, and documents requiring a signature, should at the minimum
contain:
e Signer’s first initial and last name; and
e Employee identification number.

m In the event a form has to be voided, the original and all copies should be marked
“VOID” and accompanied by the following information:
e Signature of the employee voiding the form, with identification number;
e Signature of an employee approving the void, with identification number; and
e An explanation of why it was voided.

m  Blank pre-numbered forms should be secured in a locked storage area with the key
being maintained and controlled by representatives of the accounting department.

m  The receipt and issuance of pre-numbered forms should be done by an accounting
representative through the use of perpetual inventory records.

m  All receipts or issuances should be documented with the following information:
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Type of form;

Date;

Quantity received or issued; and
Initials of person receiving the forms.
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The following is a tool to be utilized by Video Lottery Gaming Agents to document and test the
internal controls that they have put in place to meet each objective and mitigate risk.

Control . Actual Test of )
. Sub-Category | Control Objective | Controls | . Action / Follow up
Category . Controls
in Place
Financial Forms, Records | 1. To ensure that Internal control assessment
Reporting and | and Documents | that forms, and identified weakness(es)
Reconciliation records and (if applicable)
documents used
in VLG

operations are not
tampered with.

2. To ensure the
security of unused
accounting pre-
numbered forms.
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Control Category

Financial Reporting and Reconciliation

Control Sub-Category

Signature Records

Control Objective

m To ensure accurate personnel information is up to date and monitored for gaming
related employees.

Risk

m Information is inaccurate and documentation becomes ineffective, lacking appropriate
signatures.

Controls

m  The accounting department should maintain dated Signature Control Cards for each
gaming related employee who is required to sign VLG documents.

m  The Signature Control Card should contain the following information:
Hire date;

Employee name;

Department;

Position;

Employee ID number;

New York Lottery identification number;

Specimen initials;

Specimen signature (minimum of first initial and last name); and
VLG Agent authorization responsibilities.

m  All signature cards should be filed alphabetically by last name, and maintained within
the accounting department.

m These records should be updated by a representative of accounting on a quarterly
basis, at a minimum, to reflect changes in personnel (i.e. promotions, transfers,

terminations, etc.).

m  When changes are made to cards, the date the change became effective should be
recorded on the signature cards.
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NYSL Video Lottery Gaming Operations Internal Control Recommendations

The following is a tool to be utilized by Video Lottery Gaming Agents to document and test the
internal controls that they have put in place to meet each objective and mitigate risk.

Control . Actual Test of .
L Sub-Category | Control Objective | Controls | ~— Action / Follow up
Category ; Controls
in Place
Financial Signature 1. To ensure Internal control assessment
Reporting and | Records accurate and identified weakness(es)
Reconciliation personnel (if applicable)
information is up
to date and

monitored for
gaming related
employees.
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NYSL Video Lottery Gaming Operations Internal Control Recommendations

Control Category

Financial Reporting and Reconciliation

Control Sub-Category

Standard Financial and Statistical Records

Control Objective

m To ensure proper statistical and financial records are filed as required by the New
York Lottery.

Risk
m Financial data is not made available for monitoring VLG activity.

Controls

m The VLG Agent should file monthly reports of financial, statistical and informational
data as required by the New York Lottery.

m  Monthly reports should be filed by the 25t day following the end of a month.

m The VLG Agent should use the standard reporting forms and instructions as
prescribed by the New York Lottery.
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NYSL Video Lottery Gaming Operations Internal Control Recommendations

The following is a tool to be utilized by Video Lottery Gaming Agents to document and test the
internal controls that they have put in place to meet each objective and mitigate risk.

Control . Actual Test of )
= Sub-Category | Control Objective | Controls | ~— . Action / Follow up
Category . Controls
in Place | —
Financial Standard 1. To ensure Internal control assessment
Reporting and | Financial and proper statistical and identified weakness(es)
Reconciliation | Statistical and financial (if applicable)
Records records are filed
as required by the
New York
Lottery.
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NYSL Video Lottery Gaming Operations Internal Control Recommendations

Control Category

Financial Reporting and Reconciliation

Control Sub-Category

Reconciliation

Control Objective

m  To agree VLG activity as recorded in the VLG Agent records to the activity recorded
in the New York Lottery central system.

Risk

m  Amounts due to the New York Lottery cannot be substantiated.

Controls

m VLG Agent accounting records should be compared to the computer monitoring
system (New York Lottery VLG central processing system) amounts by VLT and
vendor on a daily basis.

m  Error resolution procedures should be defined and completed timely. Any variance
should be investigated and brought to the attention of VLG Agent management, and
as necessary, the New York Lottery.

m Supervisory review of reconciliations completed should be performed and
documented in a timely manner. Daily VLG Agent reports in total should be
reconciled to daily bank deposit and vault records, and to weekly reports.

m  Weekly reports should reconcile to monthly financial statements.

m Daily, weekly and/or monthly amounts should be reconciled to periodic reports filed
with the New York Lottery, as required.
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NYSL Video Lottery Gaming Operations Internal Control Recommendations

The following is a tool to be utilized by Video Lottery Gaming Agents to document and test the
internal controls that they have put in place to meet each objective and mitigate risk.

Control Actual Test of
L Sub-Category | Control Objective | Controls | ~— Action / Follow up
Category . Controls
in Place
Financial Reconciliation | 1. To agree VLG Internal control assessment
Reporting and activity as and identified weakness(es)
Reconciliation recorded in the (if applicable)

VLG Agent
records to the
activity recorder
in the New York
Lottery control
system.
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NYSL Video Lottery Gaming Operations Internal Control Recommendations

VIl. INTERNAL AUDIT/MONITORING ACTIVITIES

This section of the report addresses alternatives for internal audit/monitoring activities
that should be utilized to ensure that controls set forth by the New York Lottery and the
various VLG Agents are adhered to.
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Control Category

Internal Audit / Monitoring Activities

Control Sub-Category

Internal Audit Work Performed

Control Objective

m To ensure that various controls across all VLG Agent departments are being
implemented with objectives and procedures consistently.
Risk

m VLG Agent controls are not adhered to resulting in non-compliance causing lost
revenue and assets.

Controls

m  Whenever possible, the observations should be unannounced and not performed at a
consistent time of day in the month.

m To ensure compliance with the system of internal control, internal audit procedures
should be conducted on a semi-annual basis and at a minimum should include
observation and review of the following transactions:

VLT Gaming Devices

e Observe and review hand payout procedures;

e Observe and review VLT drop procedures;

e Observe and review count procedures and subsequent transfer of funds;

e Trace source documents to summarized documentation and reconcile to
restricted copies;

e (Compare test counts to the computer monitoring system and investigate
significant differences; and

e Test electronic gaming device case/cabinet access.

Cashiering
e Reconcile change in cash cage;

e Observe and review the countdown procedures and verify documented count;
¢ Reconcile summary sheets to physical instruments on a sample basis; and
e Observe and review cage accountability to the general ledger.
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Accounting
e Verify daily, weekly and monthly reconciliation procedures are completed.

Security and Surveillance

e Verify monitoring activities are completed.

e Verify proper badge electronic card key / hard key controls; and
e Verify physical controls are in place and functioning.

m  All audits should be properly documented in a report and timely reported to VLG
Agent management.

m  Significant weaknesses should be reported to New York Lottery management with a
plan of corrective action.
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NYSL Video Lottery Gaming Operations Internal Control Recommendations

The following is a tool to be utilized by Video Lottery Gaming Agents to document and test the
internal controls that they have put in place to meet each objective and mitigate risk.

Control . Actual Test of )
= Sub-Category | Control Objective | Controls | ~— . Action / Follow up
Category . Controls
in Place | —
Internal Audit/ | Internal Audit 1. To ensure that Internal control assessment
Monitoring Work various controls and identified weakness(es)
Activities Performed across all VLG (if applicable)
Agent
departments are
being

implemented with
objectives and
procedures
consistently.
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Control Category: (Rev 10/20/2008)

Promotional Drawings for Cash and Prizes

Sub-Category:
Player Club Promotional Drawings

Control Objective:
To ensure that drawings for promotional prizes are:
(a) conducted in a random, fair and honest manner
(b) and are performed in accordance with Lottery regulations, contest rules and contest

Risk:

internal control procedures.

A promotional prize may be awarded in violation of law, contest rules and Lottery
regulations.

A promotional drawing may be conducted in an improper manner or a manner inconsistent
with the rules of the promotion.

Controls

Prior to conducting any promotion the video lottery gaming facility will publish the
rules of the promotion. These should be submitted to the Lottery Marketing Unit
and the Lottery on-site representative or supervisor at least two weeks before the
start date of the promotion.

The video lottery gaming facility will prepare detailed written internal control
procedures describing how the promotional drawing will be conducted and how
winners are selected. These should be submitted to the Lottery on-site
representative or supervisor at least two weeks prior to the start date of the
promotion.

All promotions should be designed with sufficient controls to prevent fraud or abuse
by staff and or patrons participating in the promotion.

It should be clearly stated in the rules for the promotion that employees of the
video gaming facilities and their relatives who live in the same household are

not eligible to win. In this respect, the rules for promotional drawings should
be consistent with the regulations governing play on video gaming machines.



Drawings conducted using player club software to randomly select semi-finalists,
finalists and winners must have an adequate audit trail to determine that the selected
individual qualified in all respects with the parameters of the promotion as stated in
the rules and control procedures.

For Player Club drawings based on the amount of credits played and where a paper
entry is inserted into a bin or other container to be used to pick a winner or series of
winners, the paper entry should establish a clear audit trail back to the player’s
account by use of setial number, date/time stamp or other code that can be used to
validate that the player qualified to win under the rules of the promotion.

For any drawing with a prize valued at $100 or greater the procedures should
ensure that the drawing is conducted under the observation of a member of
management (who has a key license) not associated with the Player’s Club (or
Player Development). As an alternative the video lottery gaming facility may
designate another person who is not a key employee to perform this function
by obtaining the written approval of the Supervising Lottery Representative
assigned to the video lottery gaming facility.

For any drawing with a prize valued at $1000 or greater the procedures should
ensure that the drawing is conducted under the observation of an internal auditor (or
other person designated to perform that function) and a member of management
(who has a key license) not associated with the Player’s Club.

All parties performing or observing the drawing should be thoroughly
knowledgeable and proficient with the methodology (including software and drawing
parameters), internal control procedure and rules used to conduct the drawing.

At the end of the drawing the name and address of the winners should be
documented and each person performing or observing the drawing should sign off
on a certification identifying the winners and attesting to the propriety and integrity
of the drawing.

At the time the prize is awarded, the winner must sign an attestation
disclosing whether or not he or she is related to any person he or she knows to
be employed by the video lottery gaming facility.

Video lottery gaming facilities must have appropriate internal policy and procedures
governing the proper execution of promotional giveaways. The policy should
emphasize that promotional drawings must be executed using the highest standards
of integrity to protect the reputation of the video gaming facility.



Minimum Internal Control Standards for
Video Lottery Gaming Agents
Draft 2009-10 Revisions

Pg. 5 Sub-Category

Counterfeit Currency

Control suggested

e When a suspected counterfeit bill is received from a patron at the cage, the cashier
should immediately notify the Cage Supervisor. The bill should be handled as
little as possible and sealed in a plastic bag. The local police department should
be notified and the counterfeit bill should be turned over to responding officers.

e If the local police are unable or fail to respond, the VLG Agent should forward
the counterfeit bill to the Secret Service

e The cashier should issue a detailed receipt to the patron acknowledging that the
suspected counterfeit bill was taken by the facility as potential evidence. The
receipt will permit the bill to be returned to the patron if the Secret Service later
determines that the bill was not counterfeit.

e If the bill is surrendered to local police, the name of the receiving officer should
be notated for records. Normally, the police will follow up with the Secret
Service.

e A -record of the denomination and serial number of all counterfeit bills intercepted
by the VLG Agent should be made and a copy of the record should be submitted
to Lottery onsite representative on a weekly basis.

Currently in place

When a counterfeit bill is detected by a cage staff member, a Cage Supervisor is
immediately notified. Once the Cage Supervisor has determined that the bill is a
counterfeit he/she notifies Security Supervisor on duty. If the bill is part of the Cage
inventory it is documented on a Paid Out form once it is turned over to Security. Paid Out
is then documented on the Main Bank Reconciliation for the day as “Counterfeit Bill”.

If the bill belongs to a waiting guest, all documentation is done by Security. Counterfeit
bills are turned over to local police department on a regular basis.

Comments regarding proposed change

Having the Cage Supervisor handle a counterfeit situation from start to finish would
definitely hamper Cage operations: Taking statements from a guest as to where, when
and how they obtained the bill is a lengthy process, guest could also become hostile at the
fact that the bill will not be returned to them. Security personnel are much better trained
and equipped to deal with these situations. Detaining a guest to wait for local authorities
may also be problem as this could take quite some time, in turn, this will interrupt the
guest’s play time and sour their experience even more. Continuing to handle counterfeit
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situations in the manner in which we are currently handling them is both quick, secure
and in accordance with recommendations given to us by our local police department.

Pg. 6 Control Sub-Category

Video Lottery Terminal (VLT) Payout

Control suggested

e Upon redemption of any Limited Voucher, the cashier should obtain and
personally record identifying information from the prize winner for IRS and New
York State tax and setoff reporting purposes. If the patron is a citizen of the
United States, form W-9 must he completed to record the claimants Taxpayer
Identification Number. Should the patron fail to provide a valid Tax Identification
Number, back-up withholding must be applied to the winnings. If the patron is a
Non-resident Alien, form W-8 should be completed for back-up withholding of
taxes. The video lottery validation system will withhold the appropriate taxes
based upon the resident status of the claimant that is entered into the validation
terminal.

Currently in place

Guest unable to provide a social security number are entered in the MGAM system as
No-resident Aliens and 99-999-99 is entered in the SS field. This is as per current Lottery
regulations.

Comments regarding proposed change

W-8 form can be kept on hand and completed by Non-resident Aliens. No affect to
operations

Control suggested

e Any prize funds withheld by the gaming facility for taxes, child support, or public
assistance will be turned over to the Lottery on a daily basis for payment to the
appropriate federal and state agencies. The Lottery shall be responsible for all
quarterly and annual reporting of gambling winnings required by these agencies

Currently in place

This is not handled by the Cage at this time

Comments regarding proposed change

Since the MGAM daily report identifies the exact amount withheld for these items
Lottery deposit (if not already) could be adjusted to reflect withholding amount
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Everything else discussed in this section is already being done by this facility.

Pg. 8 Control Sub-Category

VLG Cashiers Cage Accountability

Control suggested
e A separate VLG cashier cage facility should be maintained for VLG and
traditional lottery activity only.

Currently in place

Functions performed at the Main Cage include: Voucher redemption, Traditional lottery
sales and redemption including Claim Center activity, check cashing and cash advance
services.

Comments regarding proposed change

Limiting the Main Cage (only cage) to only VLG and traditional lottery transactions will
only result in guests being inconvenienced when they need check cashing and cash
advance services from Globalpayments. Additional staff and locations would be needed
to accommodate guests needing check cashing and cash advance services during busy
periods as the GSC would not be able to handle both coats and the additional volume of
Global services that would normally be provided at the Main Cage.

Control suggested
e At the close of each shift the outgoing cashier assigned to each cage should count
down their bank and prepare a count sheet listing the actual funds located in the
bank, any variance, and accountability total.
e At a minimum, count sheets are a two part form, which should include the
following:
o Date, time stamp, and shift;
0 Location of cage;
o Amount of each type of denomination of funds, including paperwork and
vouchers, comprising the total bank;
Actual count total (closing inventory);
Accountability total (opening inventory);
Amount over or short; (filled in by main banker) and
Signature of the outgoing cashier.

O O0OO0O0o

Currently in place

Outgoing cashiers are required to complete a 2 part form (“Widow Closing Balance
Sheet”) documenting all funds being returned to the vault inventory. The 2 part form
includes all above information listed with the exception of “shift”. Also though we do not
use a “time stamp” we do document the time the window is closed. The “over/short”
amount is determined once the cashier has completed the count and therefore the variance
amount is immediately documented at the bottom of the balance sheet.
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Comments regarding proposed change

Balance sheets would have to be revised to include “shift”. Since the Balance sheets
include the time the cashier closes, adding “shift” seems unnecessary as the time also
determines the shift worked. In order to have balance sheets with a “time stamp” a time
stamp would have to be purchased. These units run about $400.00.

Since the Cage Supervisor on duty holds a Mini Bank, we do not always have a Main
Banker on site and therefore having them complete the “over or short” section of the
balance sheet would involve us having a Main Banker on duty at all times during hours of
operations. Having a Main Banker on duty at all time would result in extra payroll costs
as we would need additional staff. | fail to see how adding these 2 items would further
safeguard company assets.

Control suggested

e The count process should be performed by the incoming cashier or another
cashier or employee, as determined appropriate.

e When the entire count is completed, all persons performing or verifying the count
should sign the count sheet attesting to the accuracy of the recorded information
and time stamp all copies of the count sheet.

Currently in place
All of the above is being done with the exception of “time stamp”

Comments regarding proposed change
A time stamp would have to be purchased. These units run about $400.00

Control suggested

e Overages and shortages should be documented as a variance and should be
investigated by appropriate personnel.

e Vouchers should be forwarded to audit or gaming and securely stored until
destroyed.

Currently in place

Vouchers are placed in empty voucher boxes, sealed and left on the other side of the
employee window. Revenue Verification collects them on a monthly basis

Comments regarding proposed change

This would not affect the Cage
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Control suggested

e The vault supervisor should recount, manually or mechanically, the cash
presented from the cage cashier, without knowledge of the final count from the
count sheets. The vault supervisor should attest by signature and employee
identification number on the count sheet, the amount of cash counted.

Currently in place

We do not have a “vault supervisor” in our compendium and therefore this position
would have to be created.

Once the outgoing cashier has completed their count a second cage employee performs a
bulk count (straps are taken at face value and not re-run). If both agree with the ending
balance count, both outgoing and verifying cashier sign the Balance Sheet. If vault is
open, the Main Bank cashier can be the second person verifying and once the drawer is
verified the cash is immediately integrated into the vault inventory. With the exception of
100s and 50s all other currency straps are counted as bulk and therefore taken at face
value and not recounted manually or mechanically by the verifying cashier.

If vault is closed, verified cash is sealed in a canvas bag with tag documenting: amount,
date, station worked and signatures/license number of individuals sealing the bag
(outgoing cashier and verifying cashier). Once the vault is open Main Bank cashier
performs a third count and confirms all recorded items are present before integrating
funds with vault inventory. All sealed bags in the vault must be verified and integrated in
to the vault inventory prior to the end of the next gaming day. Main Bank cashiers are not
allowed to verify their own bags in the vault, if they have worked the front line, a Cage
supervisor must perform the count in their presence (including re-running of all 100s and
50s).

Comments regarding proposed change

I need to further understand this section before I can add my comments as the section
above is rather conflicting. What we are trying to achieve by implementing this is
unclear.

Control suggested

e The vault supervisor should record the required information on the vault assets
log as noted in the Security and Surveillance section.

Currently in place

All items leaving the vault are recorded on “initial funding/draw” forms. Prior to items
being removed from the vault window: Surveillance is notified, form is signed by the
Main Banker issuing and a Cage Supervisor accepting. Form also includes: date, day and
time items are being removed. Once issued to the Cashier making the request the cashier
also signs attesting to receiving the items. Items entering the vault inventory (cash, coin
form bank or soft count) are documented on “currency purchase” form. Form includes
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date, day, time, signature of a Main Banker and Cage Supervisor verifying purchase.
All documents requiring signatures also require license number of individual signing.
Main Bank Cashiers record all vault activity and inventory on the Reconciliation Sheet,
Balance Sheet, Windows and Other Cash Breakdown Sheet.

Reconciliation Sheet consists of:
o Daily starting balance
0 Minus all items paid out
o All items paid in
o Total inventory in the vault

Balance Sheet consists of:
o0 Breakdown of all funds by denominations
o Inventory of all checks pending deposit
0 VGM and NG premade banks

Windows and other Cash Breakdown Sheet:
o Breakdown of all deposits received
Breakdown of all premade cashier banks
Breakdown of all mute cash
Breakdown of all sealed returned banks that have not been verified by a
Main Bank Cashier

O OO

Comments regarding proposed change

I need further information regarding “vault assets log” and understand its purpose in
order to make comments. Vault activity is always well documents and therefore
Company assets are always very well controlled and safeguarded. Also, we do not have a
“vault supervisor” in our compendium and therefore this position would have to be
created.

Pg. 14 Control Sub-Category

Cash and VVoucher Count

Control Objectives

e To ensure the opening, counting and recording of all cash removed from drop
boxes is performed in a timely and controlled manner.
e To ensure cash and vouchers are safeguarded and accurately reported.
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Following the Manual or Machine Cash Count
Control suggested

e After all the cash from the currency acceptor drop boxes has been counted, the
Count Room Supervisor and one other count team member should present the
cash to the main banker in the count room.

Currently in place

Main Banker or above can be used to perform this function. However, since the Main
Banker is normally verifying the vault count during the time the drop is ready to be
received, the Cage supervisor accepts the drop in the count room.

Comments regarding proposed change

Having the Main Banker instead of the Cage Supervisor accept the drop in the count
room would hamper opening operations. This also does not allow for “dual controls”
which | would not recommend. Having the Cage supervisor accept the drop from the
Drop Team and then having the Main Banker accepting it from the Cage Supervisor gives
us better control of assets.

Control suggested

e The main banker should recount manually or mechanically the cash presented,
without knowledge of the final count from the Master Activity Report. When the
Main Banker completes the count he or she should disclose the total count to the
Count Room Supervisor. If the Main Banker and the Count Room Supervisor
agree with the total amount of currency counted, the Main Banker should attest to
the amount by placing his or her signature and employee identification number on
the Master Activity Report.

e The main banker will transport the cash to the main bank.

e The main banker should record on the vault assets log the required information as
noted in the Security and Surveillance section

Currently in place

Cage supervisor recounts all loose cash manually or mechanically and accepts bundles as
bulk (straps, bundles are not recounted in count room). 100s and 50s are re-run by the
Main Banker once cash enters the vault. All items are recorded on a “Currency purchase”
form. Cage supervisor and a Count Team member agree on total amount prior to items
being loaded into cash cart. Cage Supervisor and all Count Team members present will:
print their name, sign with license number attesting to figures recorded against Cummins
tape.

After all items are loaded in the cash cart and cart is locked, Cage supervisor transports
cart to the vault. Main Banker accepts delivery and does a blind bulk count of all items in
the cash cart. All 100 and 50 straps are re-run mechanically and all other straps are taken
at face value.

Once the Main Banker has inventoried the drop on a clean “currency purchase” form,
she/he confirms figures with Cage supervisor and both sign the form attesting to amount
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entering the vault inventory.

Main Banker records figures from the “currency purchase” form on the Main Bank
Reconciliation, denomination breakdown of the items are also recorded on the “window
and other cash items” sheet.

Comments regarding proposed change

Having the person recount all cash being accepted, manually or mechanically will be a
lengthy process and therefore we will need to bring our Main Banker and Supervisor in
earlier to ensure that this process does not interfere with the opening of the facility.
Signing the “Master Activity Report” will not affect the cage in anyway.

Having the Main Banker perform all of these functions on their own will violate the “dual
control” policy which is now in place. In regards to the “assets log”: submitting cash
figures to personnel outside of the Finance Department is rather unconventional,
Knowledge as to how much cash is being dropped or deposited should be on a need to
know basis and | see no reason for the Security and Surveillance department to have
access to these figures. | strongly advise against all recommendations in this section.

Pg. 17 Control Sub-Category

Access to Cage Areas

Control Objective

To secure and limit access to all cage areas to authorized persons.
Controls

e Personnel allowed access to the cage areas without a security escort include
the following:

New York Lottery Representatives, with identification;
VLG Agent Chief Executive Officer;

VLG Agent Accounting Department personnel;

VLG Agent Internal Auditors;

VLG Agent Information Technology personnel;

VLG Agent Cashiering personnel; and

Other VLG Agent Management authorized personnel.

O O0OO0OO0OO0OO0O

e Packages, handbags or similar unnecessary items should not be brought into
the cage area.

Currently in place

Only NYL representative and Cage personnel are allowed unescorted access in to Cage
areas. All others must have a security or Cage personnel escort. No unnecessary items are
brought inside Cage areas.
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Comments regarding proposed change

Allowing unescorted access into the Cage to non-essential personnel would compromise
security to company assets. At no time should any of the above personnel (highlighted)
be allowed unescorted access into any Cage areas during hours of operations. Policy for
Cage access should remain as it is now in order to ensure proper safeguard of assets.

Pg. 18 Control Sub-Category

Access to Vault Areas

Controls

e Access to the vault without a security escort is limited to the following list of
employees, except as noted:

0 VLG Agent cashiering supervisory personnel;

0 VLG Agent cashiers should only have access if they are temporarily
acting as a vault supervisor and have a key license.

o All others should only be allowed access with a security escort.

e All transactions should be completed through the vault windows unless it is of
such a large volume that it must be done inside the vault.

e Transactions performed inside the vault should be done with a security escort
and surveillance should be notified and should monitor the transaction.

e All employees entering and exiting the vault should sign a vault access log
with the required information as noted in the Security and Surveillance
section.

Currently in place

Only Cage Supervisor or above, Main Bankers and assigned Cage personnel are allowed
access to the vault without a security escort. In the event that there is no Main Banker
(callout): Supervisor on duty will assign Cage cashier to enter the vault to verify the soft
count and daily deposit and therefore not violating “dual control” .

Non-Cage personnel needing access to the vault are required to have a security escort. All
transactions are done through the vault window with the exception of coin deliveries,
large deposits exiting and drop purchase entering. Anyone entering the vault must notify
surveillance (prior to door being opened) and sign the “vault ingress/egress” log.

Comments regarding proposed change

Having a security guard inside the vault during the deposit verification process would
give someone outside the Finance department knowledge of cash figures. 1 do not think
this is wise and highly recommend against it. Restricting vault access to “key employees”
will hamper Cage operations and violate the dual control policy as we do not always have
a second “key” employee on site. Cage supervisors use Cage cashiers to verify the
deposit inside the vault in the absence of a Main Banker.
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Pg. 21 Sub-Category

Surveillance Room Access

Controls

e |If for valid reason (e.g. to investigate the cause of a cash shortage or the
commission of a crime) it becomes necessary for a non surveillance manager to
view recorded video footage, a Surveillance Supervisor should create a disc with
the required video evidence. The Surveillance Supervisor should permit the
manager to view the footage on a separate system while being monitored by a
surveillance employee. The disc should not be copied or removed from the
presence of the surveillance employee monitoring the manager viewing it. The
disc should be secured in the surveillance department immediately afterward.

Currently in place

The only Cage employee allowed to request or view surveillance footage is the Cage
Manger and the Assistant Cage Manger (in the absence of manager). Surveillance footage
is requested in the event of a cashier variance or in the event that Cage Manager would
like to review Cage activity in order to ensure procedures are being followed should
issues arise with a Cage employee. When footage is requested: surveillance personnel
burn clips onto CD and the Cage manager signs-out disc from surveillance room. After
viewing footage disc is returned to the surveillance room.

Comments regarding proposed change

Not allowing mangers to sign-out clips and limiting their viewing access to be done only
on a “separate system” would be fine, providing that access to “separate system” is
allowed in a timely manner.

Pg. 31 Control Sub-Category

Financial Accounting

Controls

e The standardized Master Activity Report, forwarded on a daily basis to the
accounting department, should be:

(0]

Compared to count sheets as received by the count room and bank
deposits statements for agreement, on a test basis by persons with no cash
and voucher handling responsibilities;

Reviewed for the appropriate number and propriety of signatures on a test
basis;

Tested for proper calculation, summarization, and recording;

Reconciled to the amount received by the vault supervisor; and

Recorded, maintained and controlled by the accounting department as a
permanent accounting record.
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Currently in place
Though all items are submitted on a daily basis they are not review and compared on a
daily basis they are only done Monday thru Friday.

Comments regarding proposed change
In order to ensure assets are being properly recorded, all Cage and Drop activity should
be reviewed and compared on a daily basis.

Pg. 32 Control Sub-Category

Forms, Records and Documents

Controls

e All forms, records and documents required by VLG operations and the New York
Lottery are to be prepared in ink or some other permanent form.

e All forms, records, and documents requiring a signature, should at the minimum
contain:

o Signer’s first initial and last name; and
o Employee identification number.
e In the event a pre-numbered form has to be voided, the original and all copies
should be marked “VOID” and accompanied by the following information:
o Signature of the employee voiding the form, with identification number;
o Signature of an employee approving the void, with identification number;
and
0 An explanation of why it was voided.

e Blank pre-numbered forms should be secured in a locked storage area with the
key being maintained and controlled by representatives of the accounting
department.

e The receipt and issuance of pre-numbered forms should be done by an accounting
representative through the use of perpetual inventory records

Currently in place

The only pre-number forms that are used in the Cage are the “VGM Review Forms”
which are used in the event of a machine malfunctions. These are kept at the supervisor’s
desk (file draw) and are only accessible to Cage supervisors or above. In the event of a
void: Void is written across the form with signature

Comments regarding proposed change

This would not affect the Cage. If the bulk of these forms need to be kept under lock and
key, they could be kept upstairs (by?) and a small number could be issued to the Cage as
needed.
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Pg. 42 Sub-Category

Promotional Free Play VVouchers

Controls

e When the facility receives the free play vouchers, the accounting department or
other party independent of the custodian should count the vouchers and verify the
guantity received against the invoice.

e A log should be kept to track the usage of the free play vouchers which should be
independently reconciled on a daily basis.

e Titles of persons who can authorize the release of the vouchers should be included
in the control procedures.

e A document signed by an authorized person is required before vouchers can be
released by the custodian.

e A file of authorized documents should be kept by the custodian and authorized
person for 3 years.

e The custodian makes a log entry for issuance based on the number authorized for
release.

e Unused vouchers must be returned by authorized person (or representative) to the
custodian. The custodian issues a receipt and enters the number of free play
vouchers returned at the end of the day in the reconciliation log.

e At the end of each promotion, the remaining expired promotional vouchers will
be logged out of the Main Bank, and turned over to the Revenue Audit
Department or Accounting Department. The Revenue Audit Department or
Accounting Department will document and verify the destruction of the unused
vouchers. A reconciliation of the individual promotion of issued vouchers,
collected coupons, used vouchers, and unused vouchers should be completed and
kept on file.

Currently in Place

Marketing representatives seals “Free Play” vouchers in control number bags. Bag
includes the number of vouchers, actual voucher numbers, value of vouchers, date,
signature and license number of persons sealing the bag. Once bags are sealed, they are
signed into the Cage. Cage representative (cage supervisor or above) logs all bag
information on “Free Play” log, Marketing rep and Cage rep sign log attesting to all items
being signed into the Cage. Bags of Free Play are signed out on Free Play log by Players
Club supervisor from Cage supervisor as needed. It is my understanding that all vouchers
issued to Players Clubs are reconciled by Club supervisor on a daily basis. Currently the
Cage is not involved with the destruction of expired vouchers.

Comments regarding proposed change

It is not very clear as to who is the custodian and how exactly the Cage are involved in
the counting and reconciling of Free Play vouchers. |1 would need to further understand
what we are trying to achieve before I can comment on how this will impact the cage.
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Pg. 46 Sub-Category

MGAM Terminals

Controls

Each person that has been authorized to access the MGAM system should have an
individual password and logon for his or her use only.

Individual logon accounts should limit the ability of the account holder to perform
only those functions that are consistent with that person’s job duties.

Facility internal controls should prohibit any person from accessing the MGAM
system under someone else’s account or log on.

Users should logoff the MGAM system when leaving the area where the terminal
or device is located to prevent unauthorized persons from executing functions
they are not authorized to perform.

An individual’s password should be kept confidential and never shared with any
other person.

If a user has reason to believe that his or her password has been compromised, it
is the affirmative duty of the employee to change to a new password as soon as
possible.

The VLG agent should notify all employees with MGAM system access that
failure to follow internal control procedures may result in disciplinary action or
loss of license.

The Controller at each video gaming facility shall ensure that adequate policies
and procedures that address logical security on the management terminal are
implemented, maintained, and enforced.

Currently in Place

We are currently following all above controls.

Pg. 52 Control Sub-Category

Log Creation and Maintenance

An asset log should be maintained for all VLG Agent removal and addition of
assets in the vault room, and cashier cages and should contain, at a minimum the

following:
o Name;
o Signature;
o Date;
o Time of withdrawal / deposit;
o Amount of withdrawal / deposit;
o0 Location assets will be transported to (if applicable); and
o0 Brief description of why assets are being withdrawn / deposited.
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Currently in Place

Though we do not have an “asset log”, we do record all items entering and exiting the
vault on various Initial Funding / Draws forms and Reconciliation sheet. These are listed
in detail on Page 7 of this document.

Comments regarding proposed change
Vault information regarding assets should be limited to the Finance department and
therefore | strongly advise against allowing security personnel to have this information.
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